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Key Takeaways

1. What progress has Toshiba made toward one of the world’s
leading CPS companies in the past two years?
2.What is Toshiba's digital transformation?
3.Why did Toshiba make infrastructure services a strategy?
4. What impact is Toshiba giving to the industry?
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Takeaways at a glance

Looking back on the last 2 years

Establishing corporate CPS service
foundations for CPS development

m 12 IIoT Service

@ Dashboards ® Rolling stock remote monitoring service

[2) Performance evaluation/performance
monitoring to detect abnormalities

(3) Detection of signs of failure using
L]

(7} Remote management and maintenance service for chillers

& Building wellness service

wrexd_ |PA
Ministry of Economy, Trade and Industry

(Industrial Architecture Design Center)

(9! Meister Cloud™ Series for manufacturing industry

0 Distributed & coupled simulation platform for in-vehicle
control mode|

il AI image inspection service

12 Logistics IoT cloud service

e Digital transformation e _In|t|at|ves for .
5W 1 H infrastructure services

CPS Thought
Leadership

Figure 1: Industrial loT strategy

Inteccperanie

opesating platioan S'EMEVS%

@ HITACHI
. £} BOSCH TOSHIBA
Schgn_elder
Electric
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Seuace: Bloombergher

Toshiba IoT Service Factory Infrastructure service
. o development approach

® Service component standardization e Business top down

® Service environment automated configuration

® Connect, expand, and bundle services ® Technology bottom up

Focus service area

® IloT i inni tt
TOSHIBA SPINEX Marketplace oT service winning pattern
® Business visualization Domestic and overseas customer
® Global delivery

case studies

2019 Bloomberg

industrial intemet
CONSORTIUM

The Industrial Internet of Things
Volume G1: Reference Architecture
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Toshiba IoT Reference Architecture (TIRA)

« In 2018, Toshiba formulated and released the
Toshiba IoT Reference Architecture (TIRA),
based on IoT industry standards: Industry 4.0,
IIRA, NIST CPS framework, etc.

« TIRA is connected by an interface that
exchanges data with hardware (IoT Bus) and
an interface that interconnects with other

Communication

systems and services (Service Bus), and has :g:;::':s
three layers: Edge (IoT/Things); "Platform
(IoS/Services); and Enterprise Service —
(IoP/People)" Actuation
’u NIST nciustial infemet
it S L} Consornon

system-of-systems

system

device

Security
Source: “Recommendations for
implementing the strategic initiative
INDUSTRIE 4.”

CPS Conceptual Model IIRA

Collaboration
(interface)

|

>
—P

Toshiba’s
Differentiation

Platform

Master Data

Data lake

o EE—

@’ Analytics
Statistics
Machine Learning

Optimization

Logging

Monitoring & Diagnosis

Management

Billing

(API)

!

>

| ————

Collaboration

Intelligent Heuristic Engine
API&UI

Logic & Workflow

CRM, ERP, PLM & EAM

o

S05 API & Service

Orchestrator

|

Enterprise Service

=)
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TIRA(Toshiba IoT Reference Architecture) Concept

TIRA's features and concepts express the two objectives of CPS

(control and services), in one architecture.

Edge o Platform serice ENterprise Service

Q,:, Control %~

Control
(0OT)

ervice

ana estrator
Security Logging Billing
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TOSHIBA SPINEX Services

- At the end of FY2019, 12 (types of) TIRA compliant services were released as the
TOSHIBA SPINEX Suite

- We defined two TIRA-compliant certification criteria and one design recommendation

Dashbaard Data management systems that utilize plan and diagram linkage

Social Heat source and air conditioning remote management
infrastructure /maintenance services for plants

Performance evaluation and emor detection

through performance monitoring Building wellness services

Failure prediction based on operation data Meister Cloud loT services for the manufacturing industry

Man ufacturing Yehicle design and simulaticn platform for distributed envirenment

Optimal power generation planning service
Image inspection service with Al

Logistics laT cloud service

C

Portable

’ Services/

Modules

Data management systems that utilize
plan and diagram linkage

Q

Open
Architecture

0

Secure
Services

b

Open IIoT API Micro Service based CPSF
(API Management)  on container technology IEC 62443

NIST SP800-82
&

docker kubernetes © 2020 Toshiba Corporation 8



TIRA Criteria Part 1: API definition

- IIoT services are API defined (preferably open)
- API specifications are based on industry standards such as OpenAPI/WSDL(*)

(new services are OpenAPI)

Guarantee high interoperability by adopting a standard API CTO VISON #1:

ﬁ \' INITIATIVE
58 Invalidate a token Authorization req Uest
=B cet information about 2 These APIs are compliant with the authorization endpoint specified b
T (https://tools.ietf.org/html/rfc6749) and [OAuth 2.0 PKCE (RFC7636
The access token issued by response type=token expiresin two hg
| Pos” Jigzstiianfon e te the access token issued by response cype=code (s@ven days).
user
User API >
— response type string
Role API > [ — : :
Enum: | "code" | "token"
Response types
Device API ?
i= - Returns an authorizatio
Device Timeseries API > *  ctoken - Returns an access toke

* WSDL: Web Services Description Language

In the future Toshiba will provide infrastructure system functions "As a Service".

Toshiba Enterprise Service will be built as a service platform to enable
customers to use this service without changing their current customer system.

Real Infrastructure  Toshiba Enterprise Service Bus

As a Service Customer system

| pa—
woswea  SCIB" * IIoT 4_’. .4——} MES

IIoT «—»@ @«—> ERP

IIoT «——@ @ «——FEAM

RESTful:
AMQP:
SOAP:

© 2020 Toshiba Corporation
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TIRA Criteria Part 2: Security Assessment

Conducting security assessment based on loT security standards

® METI* Cyber Physical Security Framework * Ministry of Economy, Trade and Industry, Japan
® NIST * SPS800-53 * National Institute of Standards and Technology, US
* International Electrotechnical Commission

® I[EC * 62443

Should-be-considered security requirements for each use-cases and their situation of consideration

# of the security Common Use-case A Use-case B Remote Use-case C Use-case D
requirements which in all the use-cases Management of monitoring equipment status equipment
should be considered management data check installation
in each use-case,

including n/aonesfor —  ——— 74 /104 # of the security 2 e <0 /ies 0 /A8 =4 /A0%
the service requirements

Advanced

88«

listed in CSPF Advanced Advanced
92 92

A

n/a for the service ———*®

Advanced

in preparation —e
Summary of status of the “in preparation( )” ittms

1. Orchestration of PSIRT/SOC
e Security training
. Evaluation of response to security incidents
(evaluation and improvement of actual treatment in response)
. Consideration of security incidents in business continuity plan
2. Supporting multi-factor authentication (MFA)
. as an option menu provided as demanded

3. Data level encryption
. currently out of scape, since communication-path level encryption is prepared and it

) . o achieves SLA of the service
In-company PSIRT covers approximately 40% 4. Inherently safe design

of the should-be-considered security
requirements

required security
level for the should
be-considered
security
requirements in
each use-case

M prepared

Points to be improved

1. Security measures for hardware and firmware of loT Gateway

percentage of the prepared items in all * Atarget of functional enhancement in the future. currently the risk regarding hardware
the should-be-considered items except and firmware of loT Gateway is shifted onto safety of the physical environment where the
for the n/a for the service items gateway is installed. © 2020 Toshiba Corporation 10
2. Control of outbound communication




Bloomberg’s Evaluation of the World’s Major Industrials’ Industrial IoT Strategy

Strong Al and Edge - Reinforcement of mutual connectivity (Open) and application (service)

Figure 1: Industrial loT strategy Figure 2: Industrial loT product strengths

- Strength Focus

opt]:ai::g G:arlazlalic)flcfrm sievens  Schneider TosHiBA ABRB ®wimach @) BoscH
SIEMENS
Platform v v v

@ H 'TACHI Interoperable -
) Asset
<. .. ©BOSCH Toswiea | I
ﬁElectric ‘l l.l' Al -
Enhanced analytics o :

& control of assets FADPD E;gltfi' twins - - -

. ge
- computing - -

Relying on engineering Skills focus Developing
(nowrhow an Al focus apptcanons [N
Source: BloombergNEF Source: BloombergNEF

Bloomberg NEF “Toshiba is looking to leverage its knowledge of chips to
says build an IoT product based on machine learning,

practicing on its own assets and buildings first.”

Source : Bloomberg NEF
https://about.bnef.com/blog/ges-digital-division-spin-off-lead-industrials-following-suit-looking-sustained-growth/

© 2019 Toshiba Corporation 11
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Digital Transformation

Realizing evolving infrastructure services

WHERE ?

© 2020 Toshiba Cotper



Toshiba IIoT Common Infrastructure Service~ How to build HOW *

Development without SI
Lifecycle management to realize evolving infrastructure services
Service evolution based on three policies (bundle, expand, connect)

O
O
O
® Development and operation based on a common service platform

Chief Technical Executives
(Y &Y)

Business Lab

' % l Collaboration open space l
Feedback »

Develop
and improv

Register
achievements

Accelerate evolution with a unifie
co-creation environment

=~._ Various logs

A

4 AL

warehouse

.

. . it

Trail forensics

Security
Surveillance & surveillance
monitoring Intruder
Planned maintenance Idet_edCt"i“

e nciaen

Troubleshooting

response P

VICES

Common solytion ser

Development
Building & testing
Deployment

Development communi

A /

Service execution environment Service execution environment

Upgrade and deplg

T |

Testing environment Production environment _/f

Service factory

System template module management and
provision

ﬁ Common infrastructure service

[

Centralized development and systems

Accelerate development and reduce costs by sharing standar
functions and services and unifying development and operatio

operation system

© 2020 Toshiba Corporation 13



Development Without SI ~Automation - Visualization - Standardization

Use DevOps (automation and visualization) to improve productivity of lloT service development
For pattern development and standardization, consider the direction of loT service evolution and

maturity trends

Pattern A

Simple remote monitoring service

Platform

Service

Enterprise Service

loT Bus

gt X
—

Master Data
Data lake

Bus

<P

EREETEZ

I-5—EBY -2
& WebBEEY—EZ

el 7B Y —EX

=
2

1) Visualization

Remote monitoring service with advanced

Enterprise Service

Pattern B
analysis

Platform )

I6T:Biig Service
Bus
L
—> 1P
¥ ]

EFREABAPIH—ER

EIBEREEAPIY LA

I-Y—EEAPIY—ER
Fa&EmEWeb UTH—X

R - ZEFIAPIY —HR

W]

2) Visualization + analysis (Al)

[loT Maturity Evolution

(monitoring, maintenance and control)

loT Bus

Pattern Y

Remote management service

Platform

Master Data

v

BERARTAB DA

3) Visualization + analysis (Al) + action

[loT Maturity Evolution

Ty EHEE

e

Service
Bus

© 2020 Toshiba Corporation
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TOSHIBA SPINEX Design System

- Enhance the Toshiba lloT service brand value by providing a consistent look and feel
- Scheduled global application and rollout of style sheets, etc., to Toshiba Group in 2021




TOSHIBA SPINEX Marketplace ~ Where to reach out Viere

TOSHIBA Global ——

® Toshiba IIoT Service Factory Outlet Toshiba SPINEX Miarketplace
® Providing a unique UX for each service,
currently a showroom (no payment function)
® Called "Marketplace" because we are
considering receiving payments on the site in LT
t h e f utu re lh a showroom for the TOSHIBA SPINEX IoT services, wﬁ.{% have >

www.spinex-marketplace.toshiba

A SPRINE for g

ocial infrastructure | ;.

(Scheduled for global release in December 2020)

;ﬁ Manufacturing

£ |
[ 1

Toshiba Monitoring System
) Energy

—/  Thermal power, nuclear powe, renewable energy, hydrogen energy, electricity distribution, etc.

A brief sentence to describe the overview and Explore featured 2fglps and solutions

main function of the service. A brief sentence
to describe the overview and XXXXXXXXX
XXXXXXXX... (1503XF)

Al i Energy dil) Infrastructure (&) Manufacturing (@) Logistics

FEATURED

* Picture is an image and may differ from the actual version. © 2020 Toshiba Corporation 16



CTO VISION #2: Aiming to a leading CPS Company in 2025

A feedback loop for evolving infrastructure services

TOSHIBA SPINEX Marketplace TOSHIBA

TOSHIBA  cloval

Toshiba IoT Service Factory

A SPINE for 0
sooal infrastructure | | ; R4 : Place order

Order request

: Service
evaluation

release

Industrial IoT Services

TOSHIBA SPINEX

RZLo9-T54R
Y—EANA mreziasa

Infrastructure As a Service

Provide services — lomes

o o b
_ ];. o e

4 & IoT <@ ®«—EAM

Customer |

M
E"IINM“W

© 2020 Toshiba Corporation
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Initiatives for Infrastructure
Services

AR\
© 2020 Toshiba COrpak



Basic Policy

Make "Meet in the Middle" the basic policy for infrastructure service initiatives

Business value

Business Viewpoint

Usage cases

Usage Viewpoint

. Functional Viewpoint
External design : :

Implementation Viewpoint

Detailed design

Industrial Internet Reference
Architecture Viewpoint

(Quoted from IIRA 1.9)

Top down business

Meet in the middle

Bottom up technology

Infrastructure business

Data Service

Near future core business

Maintain data for future

Infrastructure Services
Focus on O&M. Further evoive by
promoting data utilization and
digitization

Infrastructure System
’ (instaliation

Increase profitability by improving
operation
Devices, Products
Ensure profitability by products with
differentiated strengths

TOSHIBA SPINEX Solutions

Collaboration Collaboration

(interface) (API)
l Competition l

S0S A1 & Service

© 2020 Toshiba Corporation
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What are the 3 Reasons Why Toshiba is Focusing On Infrastructure Services? WHY ?

Social infrastructure is in Toshiba's DNA and management philosophy (Committed to people, committed to the future)
We have an enormous service opportunity due to past achievements in introducing social infrastructure systems,

long operating history, and macro trends
With the TOSHIBA SPINEX family and collaborative solutions with other companies, we can harvest business

and expand solutions

Huge asset delivery record Long life cycle CRA
Delivery Record of Turbines Sommryriigien .
Asot sty 2020 —_ " Compelling Reason to Act
N . sl o g_ Factors that must be dealt with
v, meascsworce | | Eg: decarbonization
Sao M X Blectionic items xu | X
e for v v | o
155) Vanezucle —— l | \gglt;r purification ; 3 ALS
. e e mg- A E
Mg . ~3
2,016um:  210,803mw 43 countries/megions - -

Steam turbine example

. Meet in the middle
TOSHIBA SPINEX Solutions
] OSHIBA SF INEX Open/Close architecture
Dashboard Data management systems that utilize plan and diagram linkage
Social Heat source and air conditioning remate management

Performance evaluation and eor detection infrastructure fmaintenance services for plants
through performance monitoring Building wellness services
Failure prediction based on operation data Meister Cloud loT services for the manufacturing industry . - API/SOS

Manufacturing Vehicle design and simulation platform for distributed environment ﬁuﬁ H t Z
Optimal power generation planning service

Image inspection service with Al

Data management systems that utilize o
plan and diagram linkage Logistics IoT cloud service

cooperation

© 2020 Toshiba Corporation 20



TOSHIBA SPINEX

4 business requirements 19 solution areas

Meet in the middle

Factory management

Building management

Factory production solutions

Distributed power management services

Natural disasters, infrastructure
deterioration
- Infrastructure resilience-

Energy management optimization

VV VYVVVY

Dashboards

'!r'l:evsmsm::;%%nuraldlsastey_.s’: b Linked dl‘aWing data management
Total damage in 2019 is about :l;trmlyw?ﬂ" -~ se rvi Ce s
Spread of new virus infections o&M D|gitization Power generation performance
- Responding to the new normal - . A .

(new normal) monitoring services
Power equipment failure
detection services
Logistics solutions
Freight railway services

\4

\4

Resilient
disaster prevention
Security

Electricity demand forecasts
Renewable energy generation
forecasts

Power generation optimization services

YV VYV

\4

Highway operator services
Rainwater drainage solutions
Basin integrated water /

Infrastructure owner decision
support (value chain optimization)

YV V V

ngcutting-edge
technologies — =~ . . N . .
~Quantum technologies - T environmental information services
: ; Physical security

. A >
)& > Resilient cities
>

Remote radars (UPS)
© 2020 Toshiba Corporation 21
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Technology Inventory ~ Best of Breed

1 T™
Al patents GridDB

WIPO
Technol 8,290

Meter reading solutions

« GridDB
HABANEROTS™

[TTTT e ——

Artificial
Intelligence

5,930 Tk -
l . 4106

" TosSHIBA <IF® NEC

Edge

Ob Control

Communication

Platform

loT — loS

Data

Master Data

»
»>
Edge Analytics — Data lake

Service

=

Switchingh #:

APl Manager

Information ERSEEE

models

BRE: #3043013534E= 100VAIT MAROT CAAD
"
K

Building
information
models

Enterprise Service
Bus

Concern-Oriented Architecture

Y-

Intelligent Heuristic Engine

APLE UL

Transformation

Statistics

Sense

Actuation

Machine Learning

Optimization

Monitoring & Diagnosis

>
>

Management

Security Logging Billing

CPSF Security Assessment

Msanzsgement of
managerment
dets

Quantum Key Distribution

—

{=3
v [Fw = il
Enduser Driven Service Development

/

T HofE | e ‘ | - |
Tl [ FelE ] | s ﬂﬂmﬁls\\

Logic & Workflow

CRM, ERP, PLM & EAM

=)
=3

S0S5 APl & S i

Orchestrator

|

CYTHEMIS™

Forecasting technology using
meteorological data

ower demand prediction

4000
- z
H
43000
o= a1
Ezouo —a—E A&
L
| 1000 —

- O’// /J P‘
| i j }
&

o
OFF 285 4BF 685 BHF 108F 126F 1485 16BF 1865 2085 220% O8F
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What Kind of Customers Are Using It?

In general, O&M (operation and maintenance) is a highly competitive field dominated by IT and OT vendors,
In addition to high-quality and secure O&M services, look to differentiate with loP (people) and
System of Systems

Customer
Edge loT
Bus
Communication Master Data Intelligent Heuristic Engine
—_— :
Edge Analytics — Data lake < API & UI

—

Transformation i | Logic & Workflow
E—— @’ Analytics : 4
Actuation & Business I:u

Machine Learning
CRM, ERF, PLM & EAM

Optimization

e —
@® UPS™ |
(Igee::nucﬁfy;nonitoring ——— 3 VPP renewable energy solutions
ity osting Biting Other Domain (System of Systems)

*1: Uninterruptible power supply © 2020 Toshiba Corporation 23



1. RemotRADAR Service for Uninterruptible Power Supply (UPS)

Customer site

Case Study: A customer in the North

+ User Management

+ Asset management

- Event management

- Alarm transmission, etc.

eeeeeeeeeeeeeee

American healthcare industry

T RemotRadar
v Cloud

Business challenge: CUSTOMER PROBLEM

® The customer was forced to use local monitoring software created by different
uninterruptible power supply (UPS) manufacturers for their own UPS. This has
become an IT operational challenge. It was also difficult to monitor UPS status

-~ )

from multiple types of software from multiple locations in multiple regions.
<= P o N

Introduction objective and aims: BUSINESS OBJECTIVE o= = % N’ \ %’
® Realization of a single platform that allows customers to monitor all UPS located P x"" \ I\/Iobile?_r;;tvvork g

in all regions and at all sites, and to receive alarms when UPS status changes to Internet

a warning status or malfunction. \
Toshiba Solution: Toshiba Solution /
® Toshiba has developed and put into production SaaS (RemotRadar) that _ RemotRadaf

can monitor not only Toshiba UPS but also UPS from other companies. Eg%qeogglecz locaksGftware
® The customer is currently monitoring 14 UPS systems with RemotRadar. T e

Cc SIN

® In addition, in view of the need for TIRA security certification for RemotRadar in |

the North American market, RemotRadar conforms with the National R

Institute of Standards and Technology (NIST) security control (SP800). sit

Chugags g

Effects: Customer Payback ol Site B
® The low cost of the subscription to the RemotRadar cloud service, the reduction FLINOISEpINDIANAY & o -

of UPS system repairs, and lower parts and labor costs, allowed the customer Indianapolis M“‘; P

to recover the investment in three years VINESTA Washington
® By signing a failure prevention contract, customers can extend the life of their R ENTUCKY T

UPS system and extend the fixed cost amortization period. , Naerill
® In the COVID19 environment we realized an unmanned monitoring TENNESSEE NoRTH

service. Site A: Energy storage system © 2020 Toshiba Corporation 24



RemotRADAR Security Assessment

Security assessment is based on NIST Cyber Security Framework (SP800-53)

The next challenge is horizontal expansion (service location expansion)
with the objective of expanding other services in the North American market

=
=

In Total

a3 [ss  Jeo B2 o1 [oz oz [BEIE1 e 3 i
- [ - - . j j j
= = = = 32 v g o o
-g E -g £ -g E -g £ -E 5 B B g = B B
Be|Be|Be|Re| Rem| = = E o o o ired. 17
RE|BE|8E[BE(5E3S| S| 2 |E |8 TERERE not required,
> | PG| E6| 26| 26|26y S| % (3¢E|%e 5 s |3
t o ] o ] g g L2 4 = 8| R E - —
celes|®S|®5[ 85| w52 B £l E= E:‘Eg £ 8|z g E
SEHEI LR HE IR LR B IENEEEY
L. = = = = o= v w3 o [ L o o
DBl a€E(RE|RE|RE|BES| B L BEEIEEL B o2 - J:“E £z
Tglcg|zg|zd|zd|338| B |z |z¢|c\h|l 3| 3 |zE|z2|38 0
HIERIES IER IE IER Y & > = 8l= 8 - hd sE[SF|3F notyat 18
IDENTITY = S = - S o I RE 6 o sl w[ o] as ) I | (o]
PROTECT EE) T " T | £ T T z o1 I T a4
GETEC] T T T T BT T I T 0 il ewl 19 4 F IR 3
RES POND {7 I BT T T 1] e g [ i w1 [ F F
RECOVER 4 3 3 3 3 i sm 4 1 ol 6rE E| 3 o
108 T 3 3 am
:ompl- not yet requ"ed' 91
Why “not yet™:
Status Des cripticn

com pletion scheduling cybersecurity responsibility role

com pleticn scheduling

securnity policy and a process to getit approved

com pleticn scheduling

investigation of related laws, regulations, and contractual requirements in relation to security

chief security officer (C50)

com pleticn scheduling

securnity team to do risk assessments

resource who i responsible for securnity management

SECUNTY MESTUNE Criteria

organization cyber secuirty program, and cyber supply chain risk management plan

[SMS

com pleticn scheduling

regicn duplication of datais not enabled at the moment

50

com pleticn scheduling

audit/logis currently disabled

DECM-3

logging system of what operators do

Cs0

com pleticn scheduling a specific plan on how to publish the incident

not required, 4

required, 25
DETECT

not required, 3

required, 1%

67%

not required, 3 not yet, 1

pl

pleted, 73 529
not yet. 12

m‘“‘ﬁs%!

I [ :.E h'.'. h.-: v
| ] I S
eted, 13
PROTECT
nat :equired. 2

yet,
i 92%!
34

required, 37
RESPOND
14
not required, 5

91%
pleted, 10

not yet
ed, 2 required, 11

required, 3

NIST Cybersecurity Framework: https://www.nist.gov/cyberframework https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

© 2020 Toshiba Corporation 25



2. Solutions that Complements People (IoP) / Factory Transformation

Case study: A semiconductor plant Toshiba Manufacturing IoT Meister™ series

- Monitor equipment status trend |- ..
- Early detection of abnormality signs =
- Optimization of maintenance
and inspection intervals
- Downtime minimization

Business challenge: CUSTOMER PROBLEM

® Ensuring stable operation imposed a heavy burden patrolling and inspecting meters at more
than 1000 locations throughout the factory.

® Analog meters were checked and managed by people.

® Due to aging of the workforce, there was a shortage of personnel to operate and maintain
equipment.

Introduction objective and aims: BUSINESS OBJECTIVE

® Monitor the status of aging equipment, labor savings and cost reductions in inspection work,
with minimum investment

Integrated
i [ ] O 11 €
Numerical i
® Control investment by using robots to patrol and inspect meters, without having to upgrade udatg I IImaglng data
the meters themselves

® Secure stable operation by monitoring the status of all facilities in real time from the factory ’ _
equipment monitoring center - IoT Gateway

® By monitoring trends in measured values, abnormal signs can be detected early,
maintenance timing optimized, and equipment utilization rates maximized

Toshiba solution: Toshiba Solution

® Toshiba’s develop original analog meter reading technology (combining image recognition
+ AI + OCR technology, etc.) and applied it at sites in the factory

® Installation on an automatic guided vehicle (AGV) equipped with a PTZ camera achieved
unmanned operability and realized Edge Al analysis and processing

Effects: Customer Payback

® Achieved patrol inspection labor savings of 75% (an annual labor-saving effect of about 100
million yen (predicted)).

® Covered about 80% of all meters with AGV (problems with steps, obstacles, upper and lower
floors, doors, etc.).

® Patrol inspection was implemented using existing AGVs, so almost no new capital investment
in equipment was needed.

(Pressure gauge, thermometer, power meter, etc.)
External machine Water recycling

Refrigerator

room chamber

© 2020 Toshiba Corporation 26



IoP (Internet of People)

At manufacturing sites, people demonstrate their various abilities through language, the five senses, artisanal skills, etc.

The next challenge is to model human abilities and to deliver them as a service (evolution of value-added services)

Artisanal knowledge

Natural
language

waf

Daily work Historical
reports trouble reports

Text Analysis Tool

.

What kind of checks,
judgments, and responses do
artisans and skilled workers
make every day? (extract

How do artisans and skilled workers What are the differences in
use their five senses.to-make movement and posture

judgments (vision, sound, touch, between artisans and skilled © 2020 Toshiba Corporation 27
etc.)? workers,and beginners?

from Artisan text)



3. VPP Renewable Energy Solutions

Case study: Services for a renewable energy company

Market background

® In Japan, the FIT system™! will be reviewed and transferred to a FIP system™2 in
April 2022, with the aim of making renewable energy the main power source.

® Renewable energy companies will face two new challenges.
@® Market risk under market fluctuations

Toshiba Solution: Toshiba Solution

® Established a joint venture with Next Kraftwerke, which boasts the
largest business scale in the leading European FIP system. (Announced
on November 2nd)

® The joint venture will combine Toshiba power system technology with
NKW digital operation technology to provide the functions required of
renewable energy company businesses with Saas.

® Providing forecasting and System of Systems functionality

v

Power generation prediction function (using AI)

@ Balancing responsibility (obligation to plan values at same-time in the

same-amount) ??Output-demand balancing??

v Power generation planning function

v

Market price forecast / transaction support function (trading

optimization)
Introduction objective and aims: BUSINESS OBJECTIVE v" 10T control function for distributed power resources
® Under the FIP system, renewable energy companies submit their power generation (renewable energy and storage batteries)
plans to OCCTO"3, and penalties are imposed for any discrepancy between the plans
and the actual results.
® Support renewable energy companies to maximize their profits by reducing the risk of
penalties through accurate power generation forecasting, and optimal market trading.

Renewable Energy Balancing Group L Solution _J

Effects: Customer Payback
® Expect to reduce penalties by applying System of Systems and
improve profits by about 10% through optimal trading

Renewable Energy assets Balancing r N
. |i'-:'l Operations =] # System of
> OCCTO* systems

’?ﬁ%ﬁ%ﬁ;‘l‘;’  Minimize Monitoring & Diagnosis SoS APl & Service

UL Management Orchestrator

Dptimized transaction 'J EPX
Control Reserve Other
Market *1 FIT system: Feed-in tariff system Domain
Profit maximize Corporate *2 FIP system: Feed-In-Premium - a purchase system that adds a premium to the market price

*3 OCCTO: Organization for Cross-regional Coordination of Transmission Operators, JAPAN

PPA https://www.occto.or.jp/en/

*4 Renewable energy balancing group: A group that manages a portfolio of multiple power plants
in order to achieve planned value same-time same-amounts
(typically called an "aggregator")

Balancing / trading support service
(forecast, optimization, control)

* Organization for Cross-regional Coordination of Transmission Operators, JAPAN
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System of Systems—From Strategy To Practical Application

Following advocacy of the strategic System of Systems in 2018 and realization of international standardization in 2019,

in 2020 System of Systems is deployed to create case studies. The next challenge is horizontal deployment.

From 2018 Toshiba Technology Strategy Briefing Materials From 2019 Toshiba Technology Strategy Briefing Materials
; By contributing to international standards, l’:‘cc‘;’;";(’c') 'E’ﬁ'g‘a
Syst:m-o S establish Toshiba thought leadership
e (opinion leader) in the market A
S0S API & Service .
dlesm v"‘;”';“.l"ﬂ”
‘ ' C Service
Other - 6.10 THE HUMAN ROLES IN
Dmins Intelligent Heuristic Engine THE CREATION AND
OPERATION OF AN IIOT
API & UI SYSTEM
Logic & Workflow
The Japanese government announced Connected Industriesin 2017, ;% System of
covering five business domains. All are very closely linked to Toshiba’s systems 7.1.4 System of
business domains. Systems-of-Systems creates value by connecting < : Systems Architecture
. . . . L 0S API & Service
multiple systems or different businesses. In this area, Toshiba’s long Pattern
accumulated industry know-how is an important differentiating factor [
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Toshiba as an Influencer




Toshiba’s Contributions to IIRA 2.0

Toshiba Contribution Summary: When it comes to

So0S, it’s TOSHIBA e
« New Sections for IIRA 2.0:
. IRA Stakeholder Definitions INDUSTRIAL INTERNET REFERENCE ARCHITECTURE

HOME « IIRAFAQ »

« Systems of Systems Conceptual Viewpoint
« System of Systems Implementation
Viewpoint
 New Architecture Design Patterns: INDUSTRIAL irerner rererence ARCHITECTUREV
* Heuristics Computational Intelligence (lIoP) Sy

« System of Systems Horizontal Design
Pattern

« System of Systems Vertical Design Pattern

* New Content and Discussion Material:
« Data and Analytics decoupling concept

* Virtual Power Plant System of Systems
Example

*Hiroshi Yamamoto, Toshiba
*Daniel Young, Toshiba
-Sam Bhattarai, Toshiba © 2020 Toshiba Corporation 31

* Toshiba will be appointed as Co-Chair of the IIC Technology Working Group in 2021



IoP Heuristic Computation Intelligence (HCI)

Advocating three roles based on actual solutions for people in IIoT systems

METALSPECTOR/AI (Toshiba Digital Solutions Corporation)

1. Person as a system user

2. Person as a system function T nefiums n
3. Person as monitored by the system | > T & ey

)i

]
Extracted from a lump of metal Vi li tion P -
and prepared in advance to isual inspection Frocess using a Submissio
microscope
create a sample test piece
e

Inspection of grain siz.

photomicrograph inspected Grade
% _ No3

— No7

Mote. All images and sizes used above are provided for lustrative purposes only.

system-of-systems
system ‘é&
device ! E &

& - H t lvsi (Toshiba Corporate Manufacturing
{2 1 uman movement analysis c i cering Center)

L
‘ “

NIST CP5 PWG Framework Release 1.0
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Closing

- In 2020, Toshiba took off, en route to becoming an infrastructure service company with CPS technology.

- We will develop more than 30 service menus and create more than 30 customer case studies by 2022 (seat belt sign off)
- From 2023, we will become one of the world's leading CPS companies through the four CPS differentiations (level flight)

3000 meters altitude 10,000 meters cruising altitude
Toshiba Next Plan | ’

I 7. 3
R x L]
C
/ T
O S p —
[ < : E
. ' £
A < r «
’ -

1.8 Trillion yen

ROS 12%
ROIC 25%

- Clear goals (4 customer challenges)
- Clear methods (19 solutions)
- High employee morale and motivation

- 30 service menus
- 30 customer case studies

2020~ 2023~
Phase 2
Stable Growth as an Phase 3 Evolution into a
Infrastructure Services Company CPS technology company
>
2018, 2019, 2020 2021~2022 2023~2025
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Committed to People,
Committed to the Future.




TOSHIBA



