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Basic policy of Toshiba’s System technology strategy

Position Cyber Physical Systems (CPS) as the core
of Toshiba’s technology strategy

Toshiba positions the Toshiba loT Reference Architecture as the

Group’s shared framewosk for realizing CPS, and uses it as

technologlcal base for the rapld developmen't and provision of B2B
services. .
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Cyber Physical Systems




What Are Cyber Physical Systems?

« It consists of loT, oS and loP

« Aclosed loop back between cyber and physical
« Systems, System-of-Systems and Human
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Source:“Recommendations for implementing the strategic initiative Source:“Cyber-Physical Systems (CPS) Framework
INDUSTRIE 4.” Release 1.0”
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How are CPS, loT, Digital Twin and Al related?

*CPS consists of physical and cyber loops

-Systems and systems-of-systems are components
Interaction with people is achieved by Al

S s Wligital twin

system-of-systems
system &
device

NIST CP5 PWG Framework Release 1.0

NIST (National Institute of Standards and technology) CPS model
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System vs. System-of-Systems

CPS falls into two broad categories—control and service

There is a need for architecture to unify control (Japanese DNA) and service

Closed Innovation Open innovatipn
4 °
Cloud computing
High speed networks \N

Traditional CPS (System) n Recent CPS (System-of-Systems)

Time constrained Control Service with a feedback loop
(best efforts not possible) (As-a-Service)
Interruption, 1/O triggers state Data/API triggers state transition
transition Data sources: DB (l0S), people (loP),
things (loT)
® Servo motor controls ® Publicloops
Interrupt processing with encoder pulse ® Enterprise loops
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Public Loop & Enterprise Loop

® CPS service loops are classified into two System-gf-S){stems 2 3
® System of Systems is the differentiating key (as a Service) I ’

FLATTFO® @nm

INDUSTRIE4.0 Public oop

® Remote monitoring
® Asset management
® Prevention and maintenace

Enterprise loop

Engineering Production
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Toshiba loT Reference
Architecture




Toshiba loT Reference Architecture Positioning

Follows loT and CPS International standardization

reference models @
NIST

National Institute of industrial intemet Toshiba’s DX technolo
ST e L CONSORTIOM Integrated Open to the world, all people
into logical

architecture
As a Service
H B

BB Toshiba Enterprise Service

Knowledge of control

technology and loT solutions
. thatare actually usedin " =
- numerous domains

2 ans drfatic;l;- ' .
MRS Toshiba loT
R&D technology components Architecture
, Since its founding, a DNA
— ready to support Al
mSensor data process technology
mVoice recognition technology

E [" mimage process technology
>

mStatics process technology
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Toshiba lIoT Reference Architecture ve.ogeaiecure

Edge loT Platform serice Enterprise Service
Bus Bus

c?a. Control = Data 2 service Ll

-  §
Master Data Intelligent Heuristic Engine
Communication Datalake APl & Ul

Edge Analytics Logic & Workflow

Transformation
Sense éqo" Analytics LV!) Business Ll

Actuation Statistics x
Machine Learning CRM, ERP, PLM & EAM

Optimization

i%'_:'l Operations - ;%: System of Ll
systems x
Monitoring & Diagnosis SoS API & Service

Management Orchestrator

Common Service other
Security Logging Billing Domain
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Toshiba lIoT Reference Architecture ve.ogeaiecure

Edge loT Platform serice Enterprise Service
Bus Bus

c?.a. Control = Data 2 Service El
Pd Bd Macter Data Il BB ntelligent Heuristic Engine

Communicatior APl & Ul

Edge Analv’ Workflow
Transforr
Se’

- Control

Services

AR
.em of =
ystems x

oS APl & Service

Management ' | Orchestrator

v

Common Service other
Logging Billing Domain
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Toshiba loT Solution (Example)

Manufac-
turing
loT

Building .
Robots monitoring Services

control

Smart

receipts

Drone
patrol and

inspection
service
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Toshiba’s Strengths from a Control Perspective

Results of analytics can be connected to operations

Semiconductor factory
productivity improvements

Japanese Society for Artificial Intelligence 2016
Winner of the Field Innovation Award

_ ‘ Power derpand forecasting
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Many vendors in cyberspace such as Micré
+ #Bll of their involvemeht is|limited tédata
analyze results based on?:?tmg:edgé Al &
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Toshiba’s Strengths from the Service Perspective

Demonstrate interaction with existing Toshiba businesses, and expand
services from areas where new value can be provided through cooperation
(0O&M)

* System-of-
systems
SoS API & Service “Connected Industries”

Orchestrator

& -

Other
Domains

Japanese government announced Connected Industries in 2017, covering five business
domains. All are very closely linked to Toshiba’s business domains. Systems-of-
Systems creates value by connecting multiple systems or different businesses. In this

area, Toshiba’s long accumulated industry know-how is an important differentiating
factor
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Technology Seeds and
Solutions




Technologies Supporting Toshiba loT Solutions (Example)

Distributed power
supply
Remote
s . .
moclllnct):g?g/ BUI_Idln_g |?I‘Odl:ICtI(.)n
Various web API monitoring Visualization
(User Information, service API Tool
Stanc_lard Data pre- Data Equipment
c°mp".anct‘? processing anonymization Information, Demand
COImUcaton monitoring-Control, response Defects
Measurement Data : :
. Message Broker IR AT E Various Media etc.S service API Analysis Tool
Web Socket Connection & (Scalable Time series ’ -
Direct Network Remote monitoring pré)celssl;lng Distributed Manufacturing
Communication Library control) (Scalable Power Service Efficiency
Middleware) API Improvement
Tool
Deep Model Cloud Traffic volume / fee Real time
Reduction technology Bidirectional
communication

Compact Networked EMS

Industrial
Ontology

Visconti AI Hardware

Deep

Audio-Visual
Clustering

Recognition

. Denoising
mathematl_cal Convolutional
programming Neural Network

High Dimensional BeE
Multivariate -
Analvtics forecasting

Scheduling for Know-how
large-scale Extraction Energy Resource
problems Aggregation
Service

Secure user A s .
Fail P n P
Registration- el u;ecal;lescil;lctlo Distributed
Certification- Estimation Power_ Rel_note
Management API Monitoring
s Control
Distributed Power
Monitoring-Control

(OpenADR)
(Bl LR Cloud Networked

Access
Authentication & International
Approval Base standardization
(IIC,TEC,W3C) e aaed DEET 4| Building Facilities
Eaelny L EEIE Power Source 9
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Use of Engineering Data

Linking loT data from equipment and engineering data (master data)

improves the quality of equipment operation and maintenance

Business

Power company, trading company,
factories

Linkage of data from different optimization

Engineering data,
know-how

Data can be structured
to be handled

indystries (finance, insurance, --*)
ﬁt
\_@ Open interface |[[MonitorfiAnalyzef e s s s
E‘*ﬁfﬂ IoT platform
—-J
(Cyberspace) |
| Distributed database
3 3 Plant Outage Equipment
EETEERE Operation Reports HESES aintenancg
Cyber
Data from Physical Operations
workers data
— Actual plant
—i=n\ =’ (Physical space) el
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Realization of System-of-Systems

Two use cases of System of Systems: 1) Same industry: vertical
cooperation; 2) Different industry: horizontal integration
Examples of vertical integration are resource aggregation in the

power industry, and smart factory (single horizontal factory)
Connected Industries is a typical use case of vertical cooperation

Virtual Power Plant - Demand Response

Electricity transmission
and distribution business

Parent aggregator

Provided ervices

Electricity adjustment 9
ﬁ ﬂ Avoidance of supply- ﬂ
ﬂ T -~ - demand
- - = imbalance . .
AlA AlA Electricity-rate cut | Electricity retailers |

Resource
aggregator

Resource

Avoidance of output
Resource control
aggregator aggregator et

ENEENEEN .

o = D o
Ol O ic Deiz

Renewable-energy utilities

X Parent aggregator: those who deals with electricity transactions with electricity transmission
and distribution businesses and electricity market
X Resource aggregator: those who controls resources under direct VPP contract with consumers

Automated Driving and Mobility Service

[IﬂF'I'ItIh_ll'll'rg apprmcher Tor data harmanization

Enhannng Al and related hurman resounce |

M‘Eh:l hent

L] E' tabhsh Futimre w\ el mnhlhn- LErdice |
Sncerming JopIIcs Brd E

-

-

Manufacturing and otics

® [nternational standardization of data
rudes imcluding formats

& Enhancing mier-company collaboration in
harmonized fields (e.g., cyber security
and human resource development)

B % " )
!@' Biotechnologies and Materials
® Environmental improvermnent for the 1oT

& Achieving joint utilization of
introduction for SMES, &.9.. 10T tools

daka across Companies in
Plant/Infrastructure Safgty Managem M
‘Ic"l. ¢

/Emart Life

® Discowenng poktential needs and
materializing possibbe services

& Data collaboration through inter-
company alliances

harmonized felds
# Establishing an Al technology
/@ Improving technohogical caaabﬂrn-' for
safety throwgh utilizing IoT

platformn for commerncializanon
® Obtainmg public acceptance
®  Developing guidelines and other common
rules for harmonizing data across

companies
|1 Promoting further refarm of regulation h—ﬂ ® Developing other rules for further data
\_systems o S

Source:Image of ERAB

Guidelines for Energy Resource Aggregation Business by Agency for Natural Resources and Energy

Source:Ministry of Economy, Trade and Industry
“Tokyo initiative 2017”
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SPINEX™

Toshiba’s 10T business strategy
Toshiba IoT Services

o
o

For Social Infrastructure For Manufacturing

For Energy For Logistics

Toshiba Enterprise loT Suite
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Control Service

SPINEX"

Toshiba loT Reference Architecture incorporate
control with services

Toshiba will work to reflect IoT global reference
architecture with Toshiba loT Reference

Architecture

Toshiba will provide B2B loT business services
(enterprise service) as part of Toshiba loT suite.
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