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Al Risk Management and Al Security for Trustworthy Al Systems
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In response to the expanding use of artificial intelligence (Al) systems, ensuring safety and reliability of their operation through appropriate risk
management has become an issue of critical importance. To realize trustworthy Al systems, Toshiba Corporation has taken the initiative in estab-
lishing Al governance and engaging in Al risk management. In particular, continuous evaluation and countermeasures are required to address Al
security risks. However, conventional assessment methods are insufficient in practical environments that use external application programming
interfaces (APIs) and existing models, where access to internal information is restricted.

To rectify this issue, we have developed a black-box Al risk assessment method that assesses risks through input-output behavior analysis by

treating Al systems as black boxes. This method enables continuous risk management of Al systems, including those in operation.
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Overall architecture of Toshiba Group’s Al governance
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Overview of black-box Al risk assessment method
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