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Approaches to Certification of Skelios OS in Accordance with IEC 62443-4 Cybersecurity Standards
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Growing cybersecurity threats in recent years have been accompanied by the rapid increase in cyberattacks targeting vulnerabilities in industrial
automation and control systems (IACS). To ensure IACS security, IEC (International Electrotechnical Commission) 62443-4, which is part of a series
of standards that define security requirements for equipment and components used in IACS, has been specified.

Toshiba Corporation is making efforts to further enhance the cybersecurity of Skelios, a Linux® distribution developed as an operating system
(0S) for Toshiba Group’s products to prepare it for IEC 62443-4. We have obtained third-party verification of conformance with the IEC 62443-4-1
standard by introducing specific technologies and processes to enhance the security of embedded devices in collaboration with the open-source

community.

1. EAHE

PAN—tX 2V T4 —DOEEWEPTTEIEHELHNAT
&, IACSDE X2V T 4 — %R T 270 O EFSEERIE
THHIEC 62443-4 I FHE L KHZ Rz LTwd, HE
1, 2 Linux®F 4 AR E 2—3 3> Skelios 32 O ELFE
WG T 5720, 0SSaa=F4icBWnT, HKOEfZ
7T BRI e e T e R E A LT, TOBD A
kD 0OSSaza=F11F IEC 62443-4-1 kD E =5
FERERSIC K B AMER A BUS L, BIfEIEC 62443-4-20
&M EfT R TH B, Thickh, OSSaAIa=F4D
KR EZDEFHIHT 5 Skeliosld, X254 —BAFESA
THA 7N 2V T4 —ERFIHOME A2 R
AREIC B, HHIZ, SkeliosdE Alckb, X274 —
WIEa Aol REHEAOY K- hpHEEEh, 2hE
728 R DX 2V 7 4+ —ZFEREHCE 5 LT 5,

TITE, COBMKICBIT 2T R e, Yt A
EZDR, HKADORIESH 75 TH T OV TRNS,

32

2. YAN—tF21)T A —RDEEMLHR

21 EFa)Ta—AV T O

VAR, FX2UT4— AV T OB ABISEEINL T
%, BlZ1E, 20244ET7HICIZ, X 2T RUE—FT2ER
' — )L TH % OpenSSHDfEg5 kI kb, glibc # x—20
Linux®y 27 A TCYE— 53R A LIca—R2FETFLT
2T LR FESHNB G shEY, Cokd stk
# (CVE : Common Vulnerabilities and Exposures) 2’
OWMEBNIIE LB, 20244E121340,077 HHICE L 7=
(B®1)% chboeXalFs—AveFr g, B8R
VAT LOEEEERBERIER LR, MFEICESTEKNR
YR TH5,

22 BEDEF21)T70—|CBETREES - BIEOKR

X 2T 4 — ATy OBz, FETIEE
X2V 74— BT 2 - BiEsED SN T05, Hi
ZIE, BPETIE, RBEPTHAN—X 2V T4 EAR
HFIRGIEL, YAN—x 2T 14— BT B EEARR 2
HAzfRHEL T2, BINEA (EU) T, 2023412 CRA

CE1) GNUZOYzVhR#IZCEBEES(TIU—,
Cx2) BREF2UT—DRSEMNE - (VO TVNMNELERS - &5,

EZLEa21—Vol. 80 No.5 (2025%9A)



(Cyber Resilience Act) 2fliEsh, FYIVHEHELEE
$edlf (PDEs : Product Digital Elements) (283 %44
W= X2 T4 —EEMPEIES N, CRAIE, 20274 %
TITERLERNEZRDTEY, ERLIHAICZSEDE
EBDRISINBAREED D B,
23 tFaVT—ERFEERRIICDR
ZOEIICAE - HIFIcB QRS - i frbh,

45,000 -
40,000
35,000
30,000
25,000
20,000

CVESREH ()

15,000
10,000
5,000

0
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
P& ()
*Mitre.“Published CVE Records™?IcE S WTIER

1. CVEIRELDER

T44ERNC R T8 LL RICHINLTEY, X2V 74—l T2VR7%
BRLTw3,

Published number of common vulnerabilities and exposures (CVE)
records by year

—Ai%58S FEATURE ARTICLES

MR DB - S AT LEMIGT ABFEICE-TE, D
BRI EE R A 7.3 2 LDV ET RIS & Bl S 2 7210 T 724
B« AT LDEE RV T IAF 2 — VBT B AT
ERDIENTFHRING, ZOOFEHRF 027V 7T 5
LRI ANON G EEE 25, FHg, Ha1r7I%
FEEATDL AT L - B5TIE, TACSZHRELIZEX 2
U7 4 — BGOSR TH S, IEC 624432V —
2%, IACSDEF 2V 7 1 — %R T %7200 O F BRI HER]
BThHD, BIACEEDTFEHN—TF 5 LFARHNC, TACSD
TATHA N EEREBC TR, BEE BoHE K
Cexal)74—%A EXE2ZL2HNEL TS, £z,
X2V T4 —YRTEBRRNICE RS 572007 — L7 —
JERELOREN L EEE RINICREL, #axks
FLHILEWRELT S, HiC, BERICNTAEEEERT
CLTE VR ABROALATIARE S 115 L FIRHC EIBR A 745
HERRRICHEILL T/ o — VT COBSF e Eo s L%
AIRBIC T B,

3. 1EC 62443 ') —XEFFIRERRDBIE

IEC 624433V — X%, IACSDEF 2UF 1 — 2T
570 DU EREERK TH L, o) —X3,
IACSDEt X 2V T4 —%2ZMNICAHN—T 570, HED
S TeT, BT oM o HEAafEK I ESn
5 (R2)"Y,

4 h 62443-1-1 62443-1-2 62443-1-3 62443-1-4
SRNLEEE =B YRFIAtEFIUTA— IACStEFaUTr—
L YRy —PIEE SATLER ST SATHCIILE
W2 ROETIL BRIEE 222522
4 h 62443-2-1 62443-2-2 62443-2-3 62443-2-4 62443-2-5
RUY—EFIR IACS 27— tF2 7 — IACSEBICB1S @Esggg‘,f;'{’ - . F'ﬁg@_m "
AT 5 LDREL pAsl A YNOE il Iy FERE IO S ADE HATIZ
4 h 62443-3-1 62443-3-2 62443-3-3
SRFLE . VRFLRE OO | | VAFLEEL T —
e CS2E R || TFavz Ry B
T4 FaUF—LAIL
( h 62443-4-1 62443-4-2
aAVR—%x Y NEH oA O IACSOVR—RVhD
TLBE PR ey i
SATHAOILER &mta’gtg{i VT
. J

*ISAGCA. Quick Start Guide:An Overview of ISA/IEC 62443 Standards®IcEDWTIER

2. IEC 624432 —XDLAFIERL

IEC 62443 >V — X%, 4HHTHER SN, FHCUOHOBR (2v X =30 b) Bk, WEZob0ic ML HHE %5,

Overall IEC 62443 series standard system

PAN—tF2 T« —RBIEC 62443-4 |39 BEND HHH

33



(1) 2 tEEE HEOERLY ) —XEIC
bz ERIHE &,

2) KV —rFIH  TACSOEA - HHICEITS, &
X2 ) T4 —EHDODOR) L —2FEE &,

3) v2FLEM  JACSD“LZAFL”ELTDEFa
V74 —KHEDFFH BT IEHE A A Tr,

@) arR—xrrEH JACSOavR—2 v R,
D ¥ 2 V)5 4 —RIEKHEIC B § 2 e L B B S 7
AT B EEE T,
ZOBKICBWT, IEC 62443-4%3, IACSDa v H—*

YMINT X 2V T4 —ERFIHAEERET MK THY,

AVR—=F DX 2V T4 —FAFTA T YA 7V EEA

X2 VT4 —HRFHENREL TV,

4. CIPITHITBIEC 62443-4BEICAVTT=EE) - B

CIP (Civil Infrastructure Platform) 5313, B4
- BEEP RO NS V7 IHE T, EHESL—
FOOSSavR—rrizfgfts27vy 227 CHs, CIP
&, EEEELZTAN—KBEOBEICUT 5720, IEC
62443-41TE A Lcary K— 20 FofR#EZHIBELTEDY,
Wik, ZoiE#EIE - #EEL T 5,

CIPi%, &4 79 fh%57 ¥ Linux® R — 20
AIANBRY AT DEREET D Dich B ibBary X— 2 b
(R=2LA4Y—) 2HT2, ZoLA¥ =it LTIEC
62443-4 DEAZHIETBIET, ZDOLAY—2IEELE
B4 7 BRI U CRRAE R IS 3 281, BAFEADT R
L 20, HERE, WEEFERBRE2IEHL GRS ZTofE

@A 2mB HmC
v -7 \ b v b ®/\—Z I/’('V'_’d-:
VAN Ak, A NE SRR 1o B 5 (o
MU, BEFHD
ZDD ZDfD ZDMD JO0teR, X&,
=3 NKyior—y =3 HEBEVERTE, TR
A & - NERBEER
B-28U, 2h=x
FRiE HICFREEZ S

CIP Core /Xy —% DRV TF8RED
(BERZ1T5U—, IRLYT) - BRI R—
ALAT—ICHL,
CIPA—%IL EC 624434iEa

ZBUS

3. CIPHRETBN—A LAV —LBEEHEREUSIC L DR
a4V 7SR OBEM 22T R— AL AT =N U CGHEATER IS T
BIET, TOLAX—ZIRRU M4 LB LT, AT AR TS
FAL 73R 75 FERERUS AT R 72 %

Effects of base layers provided by civil infrastructure platform (CIP)
on certification acquisition

(3#3) The Linux Foundationh &9 3, a1 73AITOHBETO
¥ 7k (https://cip-project.org/).

34

ERRAEEBT A LEHEL WS (B3), £/, R—
ALAY —HEIFNAN G2 =2 b Th D70, Rk
fiE, B ER QERION L GEITTE AR 2175 4
ERHDD, WHEEZ I R—ALAY —DRFKEHE LT
v AR ARAT 2 2L CRAETUS O 2h =AY L IR
fasHIfFcE 5,
4.1 IEC 62443-4-1 DRIt
IEC 62443-4-11%, BWBHIKIA 7V A7 NICBIT 540
i SRFETO 8B T X 2T 4 —DERFHAED
Twb, CIPCiE, HBEREHICHL, LUTOXIGE Ff
L7z,
(1) &F2U548¥H (SM : Security Management)
avR—F v MEFICOWT, BIFKToRR, MR -
Bif, dEOX 274+ —HME, RO 7 7
ANVEEAEER, Ve — kR Z2PEELE %
ERL LTz,

(2) ZRk7EFE (SR : Specification of Security Require-
ment) B EBD, CIPHATIIEREEG OH
RaFFIZInT-0, IEC 62443-4-2 DFREFIH % T0IC
BREFCHBTNEL R X 207 — Tk %
L, BETBEET IV ESCGE LT,

(3) #%&t (SD : Secure by Design) BHZE - 2178
BB sAvy—72— AL ZOMHTE, BfRT2
2 —F—PHERZIAMELL, BEET WVICED O
FidgEFxaxr Muliz,

(4) £ (SI: Secure Implementation ) ¥ a7
A—FAVTICEDCER RO FX 2V T4 —LEa—H
gokEhay, ZoEHHEE, fEco8RERIcE]
ISP HEETHY, CIPFURTIHEANRIFERoT,

(5) #E& (SVV : Security Verification and Validation
Testing) AVFE—A PO P2 X 2V
T A —XRAIEL HERE T 2 BRIN A 2 AL L, CIP
DFAFE 7 B2 ANDIAIAAETT ST,

6) FEAEH (DM : Management of Security-relat-
ed Issues) avK—2 2 F KT 3 Linux®h —
PR EMOSSICOWT, Eii7ay =/ MiBIT5
CVEQE /7 &3CENL, ZDCVEZCIPTER
MNCHERR S 2 7 a2 2 & Bl - SCE L7,

(7) NEAHUE (SUM : Security Update Management)

BIEDWH, HHNFICEE T2, KOEFO
BEAFIcoWT, b7 ey 7 b oER A FB %
RARRIEHL %25, CIPHRE v cB 5 FRE
BB BT I % SCEAG LTz,

(8) FIMZEHE (SG : Security Guidance) CIPD

EZLEa21—Vol. 80 No.5 (2025%9A)



miEE  WELARA

HH(H)

()
SM SR SD Sl SVV DM  SUM SG
ERIER

4. CIPITHITBIEC 62443-4-1 DEERIBENDM IR

CIPTIZIEC 62443-4-1 3EH 5 /\>OERIFHICHHIGL, TRFHIFE S
D81 %I L CEATERL b,

Current status of CIP compliant with each requirement of IEC 62443-
41

avR—=3 U bEAATZ2—F—miFic, £¥Xa2V

T4 —igfl (N—F =) IcBb 2% - SERR O

ARNIA %2 CELZ,
WARBICATmEE T2 AA Y MBWT, ThbBE

KIEHD81 ik T 2RI BN (K4E), ZLT,

20248 HIiz, HEFHWFIKEThIEL—1—RYF R

(BV) ick31EC 62443-4-1 DA HER S Lz,

4.2 IEC 62443-4-2 \DXF It
IEC 62443-4-21%, avFR—3v MalFoffiizteF o

VT4 —ERFHELT, EODREBHWEFLZERL T

b, Tz, WOoDAVY K= MATPERINTED, &

AT AV E =2V IDHRDREFEREC X 2V T4 —

WNEREDFEMALX VT4 —BHEREDSN T,
CIPTIE, #2475 CEEEDEV “HARIAA

BEER" LRy b — IR D294 TR NRIC, Lok

BEREARIN L, BlE LU R oxtaHEEL 7,

(1) AL aEEEE T (IAC © Identification and Authen-

7R AEEIELREL, Y
MERRIZ T R AR L LC, 22—V —RFE, Th
UV MEM, LUERFGIREDRE AL ETT o 72,

(2) FIAEH (UC : Use Control) FHEZEDOIT A
EIFRGSNIARICHIBL, #SR2EHT AL
T, MR R EREE I X B HERR T, v oa oI,
A, nrERRE ORGE LG R T o T,

(3) 27T LD5E4M: (SI: System Integrity) !
ENDREBADHEEZHIET2HAEL LT, X7
T—MekB7 =+ AD R MERHRD, Tl
F v IV =Lk DY AT LIGERI 2 EDFE LR
AEE T o7z,

@) F—2 o (DC @ Data Confidentiality)

FRINBOT SRR EN LT HREE LT, YR

tication Control)

PAN—tF2 T« —RBIEC 62443-4 |39 BEND HHH

— %55 FEATURE ARTICLES

T LT — YISO E LIRGE AT 572,
(5) F—2oFEnOHIE (RDF : Restricted Data Flow)
ANE T =y DfinE Ik 570, Y ATLELT
v b7 =007 A MU ENERENDD, DI
Hix M % o8 BRI E S In s b Th b, CIP
BATIHEANRALL TS,

6) FERIIWHT 5420 =% (TRE : Timely Re-
sponse to Events) By — Vv RAT7TL070
BROEICELD, FHROERER LA en 7 BHGHS T 5E
7T ERMER LT,

(7) &iIHo A HAM (RA : Resource Availability)

Ty b 74 &) v 7z &k B DoS (Denial of Ser-
vice) BN HIREHRE S, YATLT —FDNy
o7y 7 IR E DR - MEEE ENEL 7,

Hiz, CIPTI, IhooffEkeg - SErERIban

72OSERKEZV 77 L RAGEEEE LTI - FIIFHTRRICL T
8D, Cl (k177 L —vay) LHET A MNRIEZ
WA IELEMEL T0A T2 ERICHER T

5X9 U7z,
IEC 62443-4-21c2oW i, BfE, @EIEICa) 7 &
B7EeAA L 2ETTH B,

5. SkeliosE A kB3R

SkelioslE, CIPOR—ALAY —%2REHT2H—FL
HAE Ny =Ly b 2FAAL, ®8HIEOHRI<ARX
ZMABIET, 4075 - EEEM®RET Linux® 0
HaPAF L RUEMAZ W RRIC LT3, BB L7zCIPIcB
31EC 62443-45H DRI, N—ALAY—%2E75
Skelios iz XL, BEHES, FE, TAMREOEENZRIMT
A, KUOCIPZ Efi7uyz 2 b LEBIR T ne X - HH
HiEOBEMSARETH B, D7, Skelios DEAIZLD,
RIAN S EA~OBIENIE, BIERY 7 by 27 L4
WCEHT AR R HADE A, ZofbiidotF )7 14—
BN T Y AT LRENRICHEE, BT zAD
MG REL 725, ZLTIOfEFELT, IEC 62443-4
BRI B A, MRET, B, MERFE R XL Z
Ml TE, EERICEED Nz F 20T 1 — R IEICHERLL
7tk B A SR AR TS - $R4E T 5 T EATHIRRIC 2 B,

6. HEHE

Wk OH b HAELT, CIPOIES)ZFE - #EEL,
RAVT T - FEFHEATEA T HERa R —2 T
X9 2IEC 62443-4-1 DEEWEEZER L2 L, RO
IEC 62443-4-2 58 & S [ 7 BB 56 - BRI fi %

35



HEHEL TWARZLICOWTHART, £z, FAOBAITHT
3ZNETOEMERNERICOWTHHE TR, ZLT,
Skelios 2%, CIPDIEARI VR —F v FE2R— I LT,
~DOJRRE LIRS HETH B L, IEC 62443-4 A K HE
ZEAM - SR THBOMEN X 297 1 —RFEH
BcHE5TBERR LI,

Wi, SO L TOSS 2% 2 =7 1 LEE L 725
VR =22 FOBMEE TS LESREOMFFEITH L L
Hiz, Skeliosz ML L2 E8 D IEC 62443-4 Bk IS
ZHEMETH2E T, IACSICBIT2eX )T 1 —iLEN-
T,

X

(1) Gigazine. “OpenSSHICE K& H & 72 5 HE551% T regreSSHion § (CVE-
2024-6387) 13FEH, 1ZIFTRTDOLinux > 27 LICEE . Gigazine,
<https://gigazine.net/news/20240702-regresshion-cve-2024-6387/>,
(& 2025-04-22),

(2) Mitre. "Published CVE Records". Metrics. <https://www.cve.org/
About/Metrics>, (accessed 2025-04-22).

(3) ISAGCA. Quick Start Guide: An Overview of ISA/IEC
62443 Standards. ISA, 2024, 15p. <https://21577316.fs1.
hubspotusercontent-nal.net/hubfs/21577316/2023 ISA Website
Redesigns/ISAGCA/PDFs/ISAGCA Quick Start Guide FINAL.pdf>,
(accessed 2025-04-22).

« Linux®&, Linus Torvalds FSoKE L O Z DAt DEIC 1T 5 B SRR,

36

#M FIE  HAVASHI Kazuhiro
AR 7904 ) R—v av Hiffitr & —
S

Component Technology Dept.

TA4RYa1 JN— Dinesh KUMAR
HWEYTrY 27 AV R
Toshiba Software (India) Pvt. Ltd.

H* HBIR TANAKAAkira
AR 7294 ) R— av Hiffitr & —
v E— A T

Component Technology Dept.

EZLEa21—Vol. 80 No.5 (2025%9A)


https://gigazine.net/news/20240702-regresshion-cve-2024-6387/
https://www.cve.org/About/Metrics
https://www.cve.org/About/Metrics
https://21577316.fs1.hubspotusercontent-na1.net/hubfs/21577316/2023 ISA Website Redesigns/ISAGCA/PDFs/ISAGCA Quick Start Guide FINAL.pdf
https://21577316.fs1.hubspotusercontent-na1.net/hubfs/21577316/2023 ISA Website Redesigns/ISAGCA/PDFs/ISAGCA Quick Start Guide FINAL.pdf
https://21577316.fs1.hubspotusercontent-na1.net/hubfs/21577316/2023 ISA Website Redesigns/ISAGCA/PDFs/ISAGCA Quick Start Guide FINAL.pdf



