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Practical Evaluation of Cybersecurity Solution to Prevent Unauthorized Access to Hospital Information Systems
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The growing threat of cyberattacks on hospitals, including unauthorized access from outside, has had a major impact on medical treatments in
recent years. However, as it is difficult to update individual medical equipment used in hospitals to the latest operating system (OS), there is an increasing
need for continuous cybersecurity measures essential for hospital information systems, with two-factor authentication also being essential.

In response, Toshiba Corporation has applied the CYTHEMIS Internet of Things (loT) security solution to hospital information systems, making it
possible to securely network equipment without built-in security measures. We have confirmed that it is effective in preventing unauthorized access
to medical equipment used in hospital information systems through real-world testing in cooperation with Asahikawa Medical University Hospital. We
have also confirmed that the BISCADE biometric authentication card makes it possible to achieve two-factor authentication system at a lower cost

than an authentication system combining integrated circuit (IC) card authentication with face authentication, which is already used at the hospital.
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