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Cryptographic Technologies to Prevent Deciphering Cryptographic Key Even with Advent of Quantum Computers
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Decryption of public key cryptography has become a critical issue with the advent of quantum computers. The dissemination of cryptographic
technologies, including quantum cryptographic communications, has led to growing demand for the development of post-quantum cryptography
(PQC) technologies that are secure against quantum computers. Efforts to standardize PQC algorithms are being actively promoted worldwide,
leading to recommendations for transitioning to specified PQC standards in a number of countries.

The Toshiba Group has developed the following technologies: (1) a key management system for quantum key distribution (QKD), which can
protect cryptographic keys and detect abnormalities through the introduction of a hardware security module (HSM) and a comprehensive monitoring
system into quantum cryptographic communications, and (2) a PQC authentication technology based on risk analyses. These technologies make
it possible to construct a highly secure network by appropriately using and combining QKD and PQC even with the advent of quantum computers.

BT B R e R THER SN B A XD RSAKS5 L H5H

HRES S ORFHEATETOARY, [FHREES AT LOLSE

'*ﬁﬁi_%yx%bmi ZDRANEESF B IO NG HWREBICKbNBIRILTII RV, SR E T3

B2 RSA (Rivest-Shamir-Adleman) K5 E- L #&51 (72 DB A CTHERICE F TP EETHD,

mu) HfE SR S Tw 5, TS DNBHEE S W5 fme e et BRI L ¢, b clk ek A
&, FFE R A R R (SRR MR RE & BEBON £L BCEIET 2 PQC~OBATEIG T3, NISTIX2024
M) IcE DS, BEF T, EkoftEETik F£8HIcPQCHE#E /5 X & L TML-KEM (£ 2 — L& 1
B R R ERTE RSN TR, BFEHEETIEY a N— A T NALAH =X L) R ML-DSA (£ 22— L%
TOTNAYRLTINSDOMEELNRNICET 2, B T-R=ZAFVZIVEL) DFIPS (K [E AL )
W HN TV 2 RSANES LAE TR IS 5 O #EH A Rk ZFATLE? Y, NSA CREER L2 HER) 13PQCH
5 FRB R RE L BERON B EZ R v a7 o7 v 3y FTD7-®IT 2022 4E12 CNSA 2.0 (FREFR LR ET V=
RALEEFTCTEDHMORTEIEME (DU, WS EaaT URLAA—12.0) 25T L7, CNSA 2.0 TIXER L4
SHEBELIER) 2B 5L, RSAKES LAE MRS 513 RS 25 L THW 2 N 72 A B #E RS 5 £ LT ML-KEM
R SNIGHBEE S AT LOLRMEIZTFoNE{kD, & EMLDSAZARL, VI7bI92T7 ROT7—L7 27Tk
TEHEBIE, BHEET AT LOLEMICE>TEE L, a‘afym%%f‘mogoicc HllFI D B 2 % fR 2 RKHL
i35, Lwototzf‘ff%afxzng NIST (K[ 7 A5 e B A B NBIHEIEAE S 257 T8 2033 4R ICPQC AT T
WFFERT) 13 RSA NG5 & 15 FIHh A 5 % 2035 47 DL 7 Al HILEEGELTORY, BINEESIE, 20244E4HiIcHE
LRnE T 2NEH S EOPHABER 2L L TR, T 75 O PQCHITEMBEICEISGL, 20264FEFT
— BT, ERMPFEEINCHIBTEERK I, BE, DBATFHIR E 2 Ko7, BAETIE, SRTOweb Y
CRYPTREC (Cryptography Research and Evaluation A FTPQCHGIZEIT 2 EEI NI TVWT, 5 iR
Committees) DS R EZEM: (7)1 3V X LK OHERZER) e T EIEBEOB I, PQCHIGR T OMHELRELD

1. EAHE

BZLEa— Vol 80 No. 4 (2025%7A) 37



k- ICEBEEIRFI B S SN T02Y, BB H 0
BR/NSLT B0, #BINCET 5 PQCHATEN S I3 AE
WCHEMTEHETFHEENS,

EHEAVICOWTUE, NISTIC k2 PQCIERED FAT %321
CTIETF (A > % — %y MR T B2 ) ©ML-KEM S
ML-DSA%ZHWwiztA7a kal, #lz1E, TLS (Trans-
port Layer Security), SSH (Secure Shell), ITU-T ([E
PR SIS A - B AUBE R HEA T ) o B X 509 T
OABHBERICE T 2 AFBEEEHE, ol
ian SHEA TV 5, PQCIGH 7 0 b a2V OG22 T,
ICA — Fiz B4 21SO/IEC JTC1/SC17 ( [ B Ak o AL 1k
B ERREAEESH 1 AR ERESH 1708
ZHS) PENY AT LIBT3 IEC TF57 ([EBRE SAEHE
S BHTRINEES ) Tb, PQCHITORRZBIBLT
V5,

PQC L3N L ChF S, M5 iR TR R
P aEdfMc BT S EE1H2, BTG EEOEEL
BN, 1984 I AP Ic k> THES:
QKD @ 7u k)L cBB84 LIEiEN 5, T, Zobha
V- B - HALICBI T 2 PSRRI FANER, B TEFEEE
GLH OB EGE - KIS ARG 5B E R e,
FERHEOBEVETEMiE LOERSN TS, T, BN,
KE, hE, ARTHZD2Y b= EIHEBTONATE
b, ETSI (BN ESGBEEEMELIRE), 1TU-T, ISO/IEC
Lo T E BRI HEAL MR 12 35 10 B HEAL 20K B 3 i & 76 56
Thd, ZOXSRIOT, FE7NV—71F, 202041
BT EESEEY AT LEEORRERE L, 2021 FiC
WHZE V=720 REMFEE T B FEfICk2
MERANGES " 2HEL, BTHEEE2E0ET
B oEZEAAN®E - Y=FL T3,

HTESHEELPQCEME X 2V 7 4 Bl L W5,
IITE, WEINV—TDET X2V T4 5MELT,
=I5 @ EICHSM 258 A L 7- QKD A E > A7 4,
J QKD % v 7 — 27 (QKDN) ~®D U 2 7 3 Hric Ho<
PQC ZAE DA & #(Z 7 1 k2L D PQC TRz ow
T3,

2. QKD A#EEV A7 LODEMAIR MIEIRET

FRETRILAE, FIRTYR/—=FELT, WEHLDY
HHREX 2V 71 DBR»LREINTED, BRTOL S
ETEDD, SN~ OR AR & o &% Hl
W B0, LUTD2 SoiEmtrEzons,

1 piEE, BloESH (LUF, 77U EESR) D4R -
5 - HHAHEORE (77 UHEE), 2501 &=

38

HRAEOEENTHD, T VEREICLD, KBS
(BAE) ICRLTT VB2 ERICHETE, 77 UEE
I A BEERAMOEAICLY, BENDERDHEE
FIEEICHRL, MR 6ND,

S, 77UERECIER X 2V T o—fEThH
ZHSMDE A, BEEBRANCIIFR A EEBEREDE A %2 E i
L7z,

HSM D A TiF, #EBHY 27 LD HLEICHSM %
BAL, 7TUHEAER, 7TTVELELHEOBEORK S
W, 7 7UEEDB (F— 2 N—2X) ANO7 7V A AT
ICE SN BB 2 HSMNTHEIES 2 & L7-
(B1), chickb, FERGSALIRED T 7V HEAKM ($#
HH) EEN (HSMAL) i BLL %<7 b, HSMA TR
HEINDlw, TTVEEMECTED, £/, 5 EY2—
L DI TE RALFEFL RS (FIPS 140-3 L)L 3) 1ok
HSM &, HSMAORIEF 7 & O FEREICK T2 HE)
WA - HERE 2R o720, HSMZ2RERT32LT, 77
VIREREBE N OB O FAE LR TES,

HSM fif B S 27 LOBFREEIC DV T RS, H
EV—71%, HSMEBARID 20174123 10ME Y /s %
HAZ DL BRI R LT, —77, HSMoE A
£, eX2UT4ILIEERTEDRD DD, 7T VEER
WEOE T PE &SN, 22T, 77 VHOEUHIZI
Ffbs E o &R 2 I L B2 Ty, TR
FaU 7L EERL DD, BEEHLERcR12ME Y /s

ey ) (=B
HSM (A) HSM (B)

FTURER
(ELEER)

A
A

? T7U# || |QKDEE o | QKDEE 77%3?'
AES DB @ B 0B

RS KMA KMB) pzeqy

Paruse  Prom
OTP:One Time Pad
AES:Advanced Encryption Standard
1. HSMEA LT TVRDIRE

B AT MCHSM 2 AT LT, JERFS{LikEDT 7V % HSM
NTIHRETE D70, 7T VHEBETES,

Protection of application keys through introduction of HSM
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Application key generation speed between adjacent sites
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Configuration of comprehensive monitoring system
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Differences in application key generation speed between adjacent
sites during normal operation
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Differences in application key generation speed between adjacent
sites at time of cyberattack
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