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Design and Implementation of Security Measures on ELCLOUD Elevator Cloud Service Applying Software-Defined
Technologies
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The popularization of operational technology (OT) systems applying software-defined technologies, which facilitate the addition and expansion
of functions and software updates in conjunction with cloud computing, continues to grow as an alternative to conventional standalone OT systems
in line with ongoing advances in information technologies (IT). However, the increasing of these OT systems is accompanied by new security risks
due to the use of cloud systems.

The Toshiba Group is developing technologies to design and implement security measures on OT systems in conjunction with cloud systems by
applying software-defined technologies. We have applied them to the ELCLOUD elevator cloud service developed by Toshiba Elevator and Building
Systems Corporation, contributing to safe and secure elevator operation.
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Configuration of ELCLOUD applying software-defined technologies
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ELCLOUD risk assessment process
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Information flow and security threat boundaries when using
elevator call service app on user smartphone
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Example of heatmap to evaluate priority levels of security risks
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