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Security Measures for Instrumentation Cloud Service of Digital Manufacturing Solutions
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The trend of introducing instrumentation cloud services that facilitate collaboration between operational technology (OT) and information
technology (IT) data is accelerating with the aim of driving advancements in digital manufacturing. Cloud-based programmable logic controllers
(PLC) on the instrumentation cloud service of digital manufacturing solutions are playing a key role in these services, however, introducing further
enhanced security measures compared to conventional OT systems using hardware-based PLCs is essential because they control devices used in
OT systems from a control core via the Internet.

The Toshiba Group has conducted asset-based security threat analyses compliant with guidelines published by the IPA (Information-technology

Promotion Agency, Japan). Founded on the results of analyses, we have achieved practical implementation of security measures appropriate for the

instrumentation cloud service of digital manufacturing solutions along with zero-trust architecture approaches.
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Differences between conventional OT system and instrumentation cloud service of digital manufacturing solutions
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Connections between control core and devices at manufacturing
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Lists of high-risk threats underlying in assets
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Main security measures implemented in instrumentation cloud service
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