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Improvement of Vulnerability Handling Efficiency through Application of SBOM and Risk Evaluation Technologies
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In line with recent trends obligating businesses to submit a software bill of materials (SBOM) and quickly respond to software vulnerabilities in
various countries, manufacturers providing multiple customers with various products have found it necessary to efficiently address vulnerabilities
with a product security incident response team (PSIRT).

Toimprove the vulnerability handling processes, Toshiba Corporation has developed the following techniques: (1) a vulnerability screening technique to
judge whether vulnerabilities impact the target product based on the matching results between SBOM and the information on vulnerabilities through
the use of natural language processing techniques, and (2) an environment evaluation technique to estimate the magnitude of the impact based

on security measures information introduced to the target product. Through evaluations of vulnerability handling costs based on interviews with

experts, we have confirmed that these techniques can reduce the vulnerability handling workload up to 94%.
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Vulnerability matching of SBOM to vulnerability information database
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Outline of vulnerability screening technique
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Conventional workloads required for one vulnerability handling
process

IESHHE 1 272D DEPIROFIRTERE (min)
E5EMH/N\YRUYTDTOER
BMR1 | EMR2 | EMKR3 5
(A) SBOM [c & 2551 (BE)) 0 0 0 0
B) 2oV—=> 10 40 60 37
(OF: -+ B 20 20 60 33
(D) MHiESEARES 30 120 30 60

EZLEa2—Vol.80 No.4 (202547 A)



%% % SPECIAL REPORTS

T |

HFIR3 |

HPIR2 |

HFIRT |
| | | | J
0 20 40 60 80 100

THHIRENER (%)
KAERDOL THICH T BRAKIMEARDOHIRTHDEE

4. KesgtEEHl T Ot RO TEOHENR
A7V — = 7 Hilt L BRI EATIC & D, 82 %, A 94 % D T
BREHERRL T2,

Reduction of vulnerability handling workloads
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