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Security Training Service to Enhance Cyber Resilience of Control Systems
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In recent years, control systems have faced growing threats from cyberattacks along with the spread of general-purpose protocols and advancing
information and communication technologies. To maintain the integrity and availability performance of control systems, demand continues to
grow for the prevention of cyberattacks, for greater resilience to minimize the effects on control systems, and for rapid recovery when encountering
cyberattacks.

The Toshiba Group has developed a security training system for control systems and launched a security training service incorporating the
following features: (1) a role-playing method using control system simulators allowing users to realistically experience pseudo cyberattacks, and
(2) coverage of cyberattack handling processes, including detection, analysis, countermeasures, and system restoration, while tackling system
operations and communication data and log analyses. The service equips users with proper systematic countermeasures against cyberattacks,

contributing to training and educating personnel.
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Security training target divisions
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Training interface for power system monitoring and control
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Example of network monitoring display at time of alert detection
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Example of organizational structure for security training
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