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Integrated Consulting Process Development Method to Provide Customers with One-Stop OT Security Solutions
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In production facilities and the social infrastructure domain, operational technology (OT) systems are subject to specific security restrictions
including utilizing legacy equipment reaching the end of its service life, specific platforms, limited communication visibility, ensuring system
availability and safety, and strict compliance with security regulations. However, there has previously been no established systematic methodology
to efficiently and effectively implement security measures throughout the life cycle of OT systems.

With this in mind, the Toshiba Group has devised an integrated consulting process development method to systematically provide customers
with a one-stop solution from risk assessment to security introduction and operation by making full use of its high-level control technologies cultivated
through experience in OT system development and operations. This method makes it possible to introduce optimal OT security measures into existing
systems using templates and sample documents to fill in requests to customers, and via modelling methods, helping achieve sustainable, stable
system operations.
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Outline of integrated consulting process
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SOC:Security Operation Center
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Example of integrated consulting process modeling
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Example of secure design and development work process (phase 3)
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Example of security monitoring and operation of intrusion detection
system (IDS) products using cloud computing
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