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Security Technologies for Enhancing Cyber Resilience of Society amidst Progress of DX
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Cyber-physical systems (CPS) that fuse cyberspace and physical space technologies at a high level have been introduced with the expansion of
digital transformation (DX) in production facilities and the social infrastructure field. On the other hand, the connection of various systems via the
network has recently been accompanied by higher cybersecurity risks of such CPS systems, leading to the intensification of cyberattacks. Furthermore,
demand has also been increasing for new security measures accompanying the technological innovations in the field of quantum computers.

The Toshiba Group has been taking the initiative in developing and implementing necessary security measures to enhance cyber resilience of a

connected society through the use of safe and secure data so as to help realize carbon neutrality and a circular economy.
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Cyber resilience and security incident response processes
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