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Technology to Improve Answer Quality for Secure Utilization of Generative Al
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With the growing interest in generative artificial intelligence (Al), a trend toward introducing new services using generative Al in a broad range of
applications s picking up speed worldwide. With a growing market, issues associated with generative Al, such as the spread of harmful content and
misinformation, confidential information leaks, etc., are of serious concern.

Toshiba Corporation has developed the following technologies to substantially improve the reliability of applications using generative Al services:
(1) multiple guardrails to protect users from inadequate information by monitoring generative Al input-output information, and (2) technology to

improve the accuracy of retrieval-augmented generation (RAG) via knowledge searches using internal documents, etc. in addition to existing large

language models (LLM).
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Example of guardrails applied to applications using generative Al service
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Lists of guardrails to be flexibly selected in response to applications
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Typical RAG process
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Chunk augmentation process
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Keyword selection process appropriate to information searches
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Assessment process for consistency between reference documents
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