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Cybersecurity Engineering Technologies for Semiconductor Products Supporting Mobility Services in CASE Era
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Lately, innovation activities related to next-generation mobility services known as CASE (connected, automated, shared and service, electric)
have been conducted in the automobile industry. This has led to greater focus on enhancing cybersecurity measures for in-vehicle electrical/
electronic (E/E) systems.

With this in mind, Toshiba Electronic Devices & Storage Corporation has established the following methods to develop semiconductor prod-
ucts based on cybersecurity engineering technologies compliant with the International Organization for Standardization/Society of Automotive
Engineers (ISO/SAE) 21434 “Road vehicles - Cybersecurity engineering” and ISO 24089 “Road vehicles - Software update engineering” standards:
(1) a cybersecurity requirement determination method capable of reducing delays due to reworking to balance functional safety and cybersecurity
performance, (2) a risk assessment method capable of classifying and identifying the vulnerability of semiconductors in vehicles, and (3) a method

capable of securely updating the software of semiconductors currently in operation.
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Life-cycle cybersecurity management of semiconductor products
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(Product Security Incident Response Team )
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Relationship between automotive distributed development and semiconductor product development processes
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Issues faced by cybersecurity analyses ensuring compatibility with
functional safety
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Sequence of functional safety and cybersecurity analyses in semiconductor
product concept and development phases
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Typical common weakness enumerations (CWEs) of semiconductor

product software and hardware
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Conceptual diagram of software update process corresponding to
1SO 24089
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approval of vehicles with regards to cyber security and cyber
security management system.
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