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Security Monitoring System for HABANEROTS loT Platform Service
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Cloud services have become widely used in recent years to realize various services using data obtained by Internet of Things (IoT) devices, including
sensors and other equipment. Although the providers of cloud computing platforms ensure the quality of the hardware devices used in these platforms,
constructors of cloud systems are entirely responsible for the quality of their systems. In particular, ensuring security in the construction of cloud
systems and their operations has become an issue of critical importance.

The Toshiba Group has developed and is operating the HABANEROTS loT platform service, which provides functions for the collection of data from
and remote control of large numbers of 10T devices. In order to further enhance the security of HABANEROTS and ensure its continuous operation,

we have now developed a security monitoring system, created a management scheme for the system using Infrastructure as Code (laC) tools, and

established a monitoring operation system to respond to any security incidents that may occur.
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Web Services (AWS)
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