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Secure Quantum Communication System Using Photonic Integrated Chips
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Quantum key distribution (QKD) exploits the laws of quantum mechanics to offer the highest possible level of communication secrecy. In order
to make QKD widely accessible, it is necessary to provide effective solutions to various issues including cost, volume production, and compatibility
with standard telecom and datacom infrastructures. Over the past few years, efforts have been made worldwide to provide such solutions using
photonic integrated chips. However, the demonstration of a complete chip-based QKD system has remained a considerable challenge.

The Cambridge Research Laboratory of Toshiba Research Europe Limited has achieved a substantial breakthrough by demonstrating the world’s

first standalone chip-based QKD system, which is the highest level of system integration of three types of photonic integrated chips. We have

confirmed that this system is capable of autonomous operation under practical operating conditions with high stability over several days.
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Newly developed quantum random number generator (QRNG) chip
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Newly developed QKD transmitter chip
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Newly developed QKD receiver chip
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Overview of prototype chip-based QKD system
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Data encryption using prototype chip-based QKD system
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