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Toshiba Group’s Approaches to Quantum Cryptography Communication from Research and Development
through to Commercialization and Its Future Prospects
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The rapid progress of quantum computer technologies in recent years has raised expectations for the creation of unprecedented applications,
while at the same time increasing the risk of rapid decryption of the encryption algorithms that are widely used in current communication networks.
Quantum cryptographic communication technologies are now attracting attention as a solution to this issue, and their social implementation has
been accelerating.

The Toshiba Group has been taking the initiative in constructing quantum cryptographic communication technologies based on its long accu-
mulation of development experience and know-how in this field, and is making efforts to promote the commercialization of such technologies. We
have been conducting a variety of trial services in various countries toward the inauguration of commercial services, with the objective of realizing
quantum key distribution (QKD) services that will make it possible to continuously provide large numbers of customers with secure cryptographic
keys into the future.
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Comparison of encryption methods in current encrypted communication
and quantum cryptography communication
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Principle of QKD
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Example of networking of three nodes
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Stepwise development of QKD networks
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