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Cryptographic Technologies for Protection of Networks with Security Vulnerability against Cryptanalytic Attacks
with Advent of Quantum Computers
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Conventional cryptographic technologies supporting information security have begun to be compromised in recent years with the advent of
quantum computers. Efforts toward the development of new cryptographic technologies are therefore being actively promoted in Japan and other
countries.

As a solution to this social issue, the Toshiba Group has developed the following two cryptographic technologies as measures against cryptanalytic
attacks with the advent of quantum computers: a cryptographic communication technology using quantum key distribution (QKD) equipment,
which enables the transmission of highly confidential data while also offering high-speed performance, stability, and interoperability; and a lightweight
post-quantum cryptography (PQC) technology with a small public key, which can be implemented even in low-end devices. We are aiming to realize
highly secure networks by making full use of these technologies.
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Comparison of characteristics of QKD and PQC
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Overview of secure network after advent of quantum computers
capable of breaking current public-key cryptosystems
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Overview of QKD service platform
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Features and objectives of indeterminate equation cryptosystem
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