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TIRA Security Profiles Facilitating Risk Communication between Service Providers and Customers
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With the progress of cyber-physical systems (CPS), people and society in the physical space are facing security threats from cyberattacks
via cyberspace. In order to minimize the effects of security risks, it is necessary to strengthen communication between service providers and
customers by exchanging information associated with their risks. However, the difficulty encountered in such risk communication due to the
different expressions of standards and guidelines adopted in each business field is a serious issue.

The Toshiba Group has created the Toshiba loT Reference Architecture (hereafter abbreviated as TIRA) as a common platform to promote the
development and operation of CPS, and has established its proprietary security standard for TIRA based on the Cybersecurity Framework (CSF)
formulated by the National Institute of Standards and Technology (NIST) of the United States and the Cyber/Physical Security Framework (CPSF)
formulated by the Ministry of Economy, Trade and the Industry (METI) of Japan. As part of these efforts, we have developed evaluation profiles

compliant with TIRA for TOSHIBA SPINEX CPS products and services in the energy field so as to facilitate risk communication with customers.
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Typical standards and guidelines for CPS products and services
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Differences in expression of similar requirements based on reference
relationships between NIST CSF and other standards
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Flow of processes for evaluation of CPS products and services
corresponding to security standards and guidelines
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Typical missions and targets in energy field
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Impact levels of energy services at time of incident
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Examples of profiles for energy services based on NIST CSF
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