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Vulnerability Assessment and Cyberattack Emulation Technologies for Accurate Risk Assessment
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In order to protect various systems from cyberattacks, it is essential to implement risk assessment and to adopt security measures appropriate
for each type of attack. The need for accurate risk assessment has led to increasing demand for evaluation of the effects of cyberattacks on target
systems and the difficulty levels of such attacks by actually conducting cyberattacks, in addition to the inspection of vulnerabilities. However,
issues have been pointed out regarding the evaluation of cybersecurity from the standpoint of attackers, which is currently being carried out by only
a limited number of experts with technical know-how referred to as ethical hackers.

To rectify this situation, the Toshiba Group is engaged in research and development aimed at realizing cyberattack emulation technologies that
make it possible to automatically conduct offensive security tests. As part of this work, we have conducted studies on vulnerabilities of multifunctional

peripherals (MFPs) equipped with multiple externalinterfaces as a motif. Based on the results of vulnerability assessments including offensive security

tests carried out by an expert, we have clarified the test items for which assessments need to be performed either automatically or manually.
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HTTP:Hypertext Transfer Protocol
LPD:Line Printer Daemon
IPP:Internet Printing Protocol
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Types of vulnerability tests
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IPX:Internetwork Packet Exchange

POP:Post Office Protocol

SNMP:Simple Network Management Protocol
USB:Universal Serial Bus

DNS:Domain Name System
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SMB: Server Message Block
NetBIOS:Network Basic Input Output System
SMTP:Simple Mail Transfer Protocol
WSD:Web Services on Devices

JTAG: Joint Test Action Group
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SPX:Sequenced Packet Exchange

MIME :Multipurpose Internet Mail Extensions
FTP:File Transfer Protocol

NFC:Near Field Communication
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Security risk areas of MFP targeted by cyberattacks
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Assessments of resistance of MFP against cyberattacks
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