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Risk Assessment Methods Ensuring Security of CPS
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Accompanying the expansion of cyber-physical systems (CPS), a strong need exists for the protection of people’s lives and corporate activities
against cyberattacks on the physical spaces of CPS via cyberspace. Demand has consequently arisen for risk management systems that can take
responsibility for each phase of the life cycle of CPS systems and services. However, various problems must be overcome including a lack of experi-
enced personnelin this field, costly and time-consuming analysis and estimation work, and differences in the analysis results obtained by person-
nel having different experience levels and skills even when the same method is used.

With this as a background, the Toshiba Group is continuously developing and improving risk assessment methods that allow even inexperienced
personnel having a certain level of skill to obtain results equal to or better than those obtained by experienced personnel. These methods are
expected to contribute to the realization of CPS with improved security.
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Conceptual diagram of risk assessment processes
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Risk assessment methods defined in International Organization for
Standardization/International Electrotechnical Commission (ISO/IEC) TR
13335 guidelines
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Security criteria of Toshiba IoT Reference Architecture open and
common framework for developing and operating Internet of Things
(1oT) services as CPS
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API: Application Programming Interface
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Example of risk analyses of remote management architecture
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Overview of simplified risk assessment
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Standardization of individual evaluation criteria based on knowledge
of experienced personnel
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Example of results of evaluation of security measures
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