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Security Solutions Offering Safe and Secure Authentication of Users, Devices and Systems, and Programs

BE)Il BE SATSUKAWA Mitsuaki @R B FUKUOKA Hiroki B —pB HATANAKA Issei

Evo 7T —4%FERTZCPS (FAN\—=T VNIV RT L) DRBICIE, HFLBRT—IXTca1—H—, FN\1ZX, KO
TOUSL(T—%) OFFCEF 21U T HERDEIEDDEICTR D,

WZAVTIIVAT AR (#R) &, ICH—REROBELY AT ADORRETREICIc> TSR3 - BS1{t - SEEERAM
ER—ZIC LTt F2UT 1Y) 1—avELT, (1)—20FN\A A TLERBIA A BISCADE, (2tz%2U7 (35
DEELUWESZRYNT—2716F 5 CYTHEMIS, RUOB)AYZA Y TCEHLALTOT S LDIELE%IBRT S AKTEGRIS
ERRLVERLTZIILICED, BEOVRTLAPT/INAZADEF 1T ILICEBIMUL TV,

The progress of cyber-physical system (CPS) technologies in processing large volumes of data generated in the physical space has givenrise to the
need for enhanced security measures for the authentication of users, devices and systems, and programs in various situations.

Toshiba Infrastructure Systems & Solutions Corporation has developed and released the following security solutions based on authentication,
encryption, and key management technologies cultivated through the development of integrated circuit (IC) cards and peripheral systems: (1) the
BISCADE card and BISCADE dongle, comprising security devices that achieve multi-factor authentication through the combination of a possession
factor with biometrics in a single package; (2) the CYTHEMIS Internet of Things (IoT) security solution, which makes it possible to network devices
that lack adequate security measures; and (3) the AKTEGRIS security solution, which ensures the validity of firmware at the time of online updates.

These security solutions are contributing to enhanced security of customers’ devices and systems.
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Example of application of security solutions to manufacturing
facility
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Configuration of BISCADE card
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CYTHEMIS device and management system
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Connection of equipment to network applying CYTHEMIS
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Example of key generation display of AKTEGRIS firmware signature
system
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