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Integrated Security Management Solutions to Protect Operational Technology Systems from Global Security
Threats
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Operational technology (OT) systems for critical social and industrial infrastructures in Japan have been facing global security threats including
cyberattacks as a consequence of the increasingly widespread utilization of Internet technologies in these areas. In particular, as it is difficult to
generally apply security measures for information technology (IT) systems to such OT systems, demand has been rising for security management
and operations dedicated to OT systems.

In keeping with the worldwide trend toward the development of guidelines and leading-edge cybersecurity technologies for OT systems, Toshiba
Digital Solutions Corporation is offering various solutions for the realization of security management and operations adapted to both OT systems
and their operational environments in Japan by integrating the following functions: (1) visualization of assets, protocols, and vulnerabilities; (2)

abnormality detection; and (3) network boundary protection using a physical unidirectional communication method.
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Salient differences between OT and IT systems

B B Dy SN BRYZT L
tF¥alUra .

{%ﬁ%% Rl Ex 54

tT¥aUTo 4 .y

BB ARMER WEEES
TREEE 24 ¥ 365 B BEEBIEH
WEOTE He - ABAOTALBHE | SBIEK - TIINY—EE
27 LHIFRERE 10~ 204 3~54%

IOy FERAE IRV S - RN
SEFERP BIHIRZER BIRY A7 L
WBEZONIL Y 27 LEE BEHBEE 7O

(3) HEHlD LS LBGOHRA R

(4) FRAFCREEFI LG/ AT LB DkE

(5) IR DX 2 T4 B CORPIEERE

ZOXI R EOBECORBEICN L, KEOF TS - E

BT B TR - HARIA 20T LTS h,
AR ZEI S 2T Lk ¥ 1) 5 4 O EAERE L U CIEC
62443 ([EFEESIEERFHAIE 62443) ) —XP&E D
ERTARIA v DEfEPHED LN T 0D,
21 HARZAV
HEDPEHRETHDPZE DD S, LR T 5%
RANT 5054 A% FARE U BRICEE I T0 5,

(1) #HlEci, BFexav Tk, BEED»
Sl AT L OB £ OREWIY 2 ARG E D %
kKdT0B,

(2) HHE T, HfE 27 L0 HERETOPDCA
(Plan-Do-Check-Act) ZE AL Lz X 2T 4<%
VAV AT LOHEAE RO 0D, [HEREEDORE
LEFICNA, HES 2T LOBEEH, #HEEon
7 OEBAEEARREHL L TROTWS,

(3) EAmTE, f#EYATFLORENIATIA7VITh
BRI, T IAF = U R ADRE, ¥ a2V
TAEHERO TS,

4) AT LETIE, EBRAICKDHI#EY 2T L0E IR
TR, BEERADY TN 2T OB - EBEH
LT E, BRI H 0 RS U E E T
HHIEREDRBICEHEL TV, +y b7 —20%%
HL O L DB R A R/ MEL, BB, Bl
WADHIR - FIEEGRAZE, FHLEEANTES
VAT LERDTND,

2.2 HEY AT LNOREEREZ DX &

R, AT DI 794 F DREBL B ~DIK

B, ERHS - Tukl2ERELENERKSTZK

(i
I

BEMEHIN QWY TEE, KEOGMASA T I
ANDFTUH LY T HERY, WRICORhD S H 5% RA
JTRELWRBEFPEML 05, IhbIcL T,
77 u—F ORI Z TN KT B B,

BRI B, Ho e B FICH L FREE R 5D
5, BA - BR - BREL, Bt RTkBTs, #ilaT
BEROET 20, —RICEATHLIEE LV, Bk
BRI HEDOTIEHKRLTCHIGTHENEETHS,

—Ji, H5PUCORDIAENIIRL, KEFEIERR
WRE DA CHEST 2 FRICH L, Mssttne
OERIOWEPENTHD, ZORNEIELE B ICHEHE
WWEEBZSNTOWDLIEDPEETHS,

WINLEERKELRDOT, RELLORERNPEKR
BHECORDPL, —H, flfHle¥X VT 0BGTIET
KCBRDERED DL, EAHELE LT B RIEHZ
YN 2L FHE LW T, X 27 4HF
HIR L OEEEP RIS,

3. HERTLEFOEF1) T EIEER

AARIA v, WEOHE, MNUTEICMZ, Tl
Va—varyoiimbabii, HlHlATL0EF2Y
TAEHTOMNERA 2RISR T,

A — VT OBIBICE A 572012, Sl AR
THEAESh, ZOHMAEZEL LT COBEIHS 27 LmET
DEEXF 2V TAEHY Y 2 —2 arvEHDIAA,

BHATLOLF2) T AEHY ) a—vavid, EH
WNROMEBIZ/ 7T 27 DAV A= VB ETHD, Hl
e 27 MSBEAT 2L 3H Loz,

BOAAEV ) a—avid, vy b=y 2R
L7 abav ey, o - AdibL, EEEH, &
B MEss B, X VT B, Avy T U bRRE
VwolteXa T4 B - HAE BT 2RSS
(B2), %7, CoMREZENFER(EITEMNT21CH7D,
METw ORI LY, ERNHREOBEHFICNIGL,

Ihnickn, Hlfs 27 LcEEE5 2, BIRE
12, HRIAE, EEmA, MSEEHE Sz F 2y
TAEHARERACRIETES LI 5572,

X7, nEEGHEETLIILT, 22 (50A)
LB R TS — b v o Fr MoRiEL, B,
VPR AR AN AT B Za B3 SR A C b 2 — 77 )@ AE & OF
TrzET, BEfofiRleEHLL,

INEDEHERRIC KD, X2 T 458 - HHZ2EDLS
WCERTE e onT, DUNicdRz,

EZLEa2—Vol. 77 No. 3 (202245A)



%% % SPECIAL REPORTS

JO—NIVBBEADEZL I O—INIVIS B RS HR - X3 SRE AT

e AZDBS RE-BROHKAEEICLHEES
HSOREDEE B2 YT LBREDFRL
AR RBEORECE Y e AR
IYYTYNREADIRZ e R

OJEBEER7EZRAV

Ry hI—VERERORIME-38E

MENB—AEEF1YT

1. ®ERATLDEF21) TAXFRDERERE
e EEOAVT7IEL A BRI AT LIE, AL F 20T 4 R E
DHEEDH 5,

Importantissues concerning security of OT systems and their solutions
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Outline of integrated security management solution for OT systems
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Periodic assessment and response to incidents in conjunction with log
management system
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Overview of network boundary protection using physical unidirectional
communication
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