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Advancement of SOC Services for OT Systems to Further Enhance Cybersecurity
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In order to protect operational technology (OT) systems from increasing cybersecurity risks, the Toshiba Group is continuing its efforts to offer
security operation center (SOC) services for OT systems.

We have been actively focusing on improving the quality of these SOC services through the development of monitoring technologies to efficiently
provide system owners with measures against cyberattacks. These technologies include a security monitoring platform to investigate and narrow
down the causes of alerts from security sensors installed in the OT system, and a risk assessment method to evaluate the resultant impact on the
OT system. In addition, we have constructed a verification environment assuming cyberattacks on various OT systems in operation using design

simulators for power generation and transformation systems.
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Overview of SOC service for OT system
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Configuration of security monitoring platform and flow of investigation
of security alert
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Flow of impact evaluation and examples of risk judgment results
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IED:Intelligent Electronic Device EWS:Engineering Workstation
SCADA:Supervisory Control and Data Acquisition
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Overview of verification environment capable of simulating cyberattacks
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