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Unauthorized Access Detection Technique to Provide Security Monitoring Services for Operational Technology
Systems
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Toshiba IT-Services Corporation has been developing and delivering security monitoring services targeted at information technology (IT)
systems. Accompanying the increase in demand for effective utilization of data collected by operational technology (OT) systems in infrastructure
facilities and factories by directly connecting IT systems to OT systems, there is a growing need for enhanced countermeasure techniques to protect
OT systems from cyberattacks.

With this as a background, we have developed an unauthorized access detection technique for OT systems utilizing our intrusion detection
system (IDS), which has already established a long track record in the field of IT systems. We are now conducting verification tests with the aim of
applying this technique to security monitoring services for OT systems.
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MES : Manufacturing Execution System

SCADA : Supervisory Control and Data Acquisition
PLC : Programmable Logic Controller

RTU : Remote Terminal Unit
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Example of connections between IT and OT systems
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HSE:High-Speed Ethernet

TSN:Time-Sensitive Networking

OPC:Open Platform Communications
CIP:Common Industrial Protocol
TCP:Transmission Control Protocol

Vnet: Azure Virtual Network

IEC 61850: EFfESIFERFHERE 61850
SV:Sampled Values

GOOSE:Generic Object Oriented Substation Events
ACSI: Abstract Communication Service Interface
GDOI:Group Domain of Interpretation
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SEMI:Semiconductor Equipment and Materials International
HSMS:High-Speed Message Service

SECS:SEMI Equipment Communications Standard
GEM:Generic Equipment Model

DNP:Distributed Network Protocol

EtherCAT :Ethernet for Control Automation Technology
CAN:Controller Area Network

PROFIBUS:Process Field Bus

EIA:Electronics Industries Alliance

LT:Long Term
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Protocols for OT systems
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Example of packet format of OT system
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Examples of IDS installation position in case of IT and OT systems
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