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Toshiba Group’s Cybersecurity Services and Technologies Supporting CPS in Social Infrastructure
and Industrial Systems
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To contribute to the realization of a sustainable society, the Toshiba Group has set the goal of becoming a company supporting the evolution of
socialinfrastructure and industrial systems through the utilization of digital technologies. In this context, the ongoing shift to cyber-physical systems
(CPS) that fuse cyberspace and physical space technologies has led to a recent trend in which not only conventional information technology (IT)
systems but also operational technology (OT) systems are facing growing threats from cyberattacks on physical space via cyberspace.

We are responding to this situation by making efforts to enhance our cybersecurity management systems so as to cater to the needs of social
infrastructure and industrial systems, while developing cybersecurity services and technologies so as to support the entire supply chain from
system development to operation in cooperation with our customers and partners.
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Cybersecurity services and technologies supporting evolution of CPS
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1,§ Prepare Mitigate Response & Recover
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SIRT : Security Incident Response Team
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Concept of cyber resilience against incidents caused by cyberattacks
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OT : Operational Technology SOC : Security Operation Center
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Toshiba Group’s “Security Lifetime Protection” concept and cybersecurity services and solutions supporting CPS
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