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The Toshiba Group has been devoting continuous efforts to the development and operation of a cloud-based platform service called HABANEROTS
so as to offer common functions necessary for various Internet of Things (IoT) systems, and promoting the expansion of its cyber-physical systems
(CPS) service businesses. Although HABANEROTS is a server-side solution constructed using cloud systems for CPS services, it has become necessary
to enhance the cybersecurity of overall systems including edge devices in order to establish systems that are robust against cyberattacks.

In response to these circumstances, we have now developed the following functions for HABANEROTS: (1) a device authentication scheme to

correctly recognize the state of edge devices, and (2) a software update scheme to apply the latest software without cyberattack vulnerabilities to

edge devices.
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Examples of cyberattacks on software updating processes
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Cloud-based updating system using Notary® based on The Update Framework (TUF) specification

60

EZLEa2—Vol. 76 No. 5 (202149A)



LT 2700 ThHBVE— N TARAT—vaviz
EDIGABIET LT,

Xk

(1)

WA 7, HZ Cyber #2019 ~H G D CPSH s =—2HIEL
T~. HZ, 2019, 35p. <https://www.toshiba.co.jp/about/ir/jp/
pr/pdf/tpr20191128 2.pdf>, (£ 2021-05-17) .

Fielding, R.; J. Reschke, Eds. RFC 7231 Hypertext Transfer
Protocol (HTTP/1.1): Semantics and Content. The Internet
Engineering Task Force (IETF), 2014, 101p. <https://www.rfc-
editor.org/rfc/pdfrfc/rfc7231.txt.pdf>, (accessed 2021-05-20).
National Institute of Standards and Technology (NIST).
Protecting Controlled Unclassified Information in Nonfederal
Systems and Organizations. SP 800-171 Revision 2, NIST, 2020,
111p. <https://nvlpubs.nist.gov/nistpubs/SpecialPublications/
NIST.SP.800-171r2.pdf>, (accessed 2021-05-17).

Fagan, M. et al. Draft (2nd) NISTIR 8259 Recommendations for
IoT Device Manufactures. NIST, 2020, 39p. <https://nvlpubs.nist.
gov/nistpubs/ir/2020/NIST.IR.8259-draft2.pdf>, (accessed 2021-
05-17).

Fett, D. et al. OAuth 2.0 Demonstrating Proof-of-Possession at
the Application Layer (DPoP) draft-ietf-oauth-dpop-03. <https://
tools.ietf.org/pdf/draft-ietf-oauth-dpop-03.pdf>, IETF, 2021, 32p.
(accessed 2021-05-20).

Jones, M. et al. JSON Web Token (JWT). IETF, 2015, 30p.
<https://rfc-editor.org/rfc/pdfrfc/rfc7519.txt.pdf>, (accessed
2021-05-28).

GitHubDocker, Inc. "Notary". GitHub - theupdateframework/notary:
Notary is a project that allows anyone to have trust over arbitrary
collections of data”. <https://github.com/theupdateframework/
notary>, (accessed 2021-05-20) .

The Linux Foundation. "Cloud Native Computing Foundation".
<https://www.cncf.io/>, (accessed 2021-05-20).

The Update Framework authors. "The Update Framework".
<https://theupdateframework.io/>, (accessed 2021-05-20).

- Notary, CNCF(%, The Linux Foundation o &§#ii,

HABANEROTS DT v I 7/\A ZA@mIFEF 2 U 7+ — 18

—Ai%58S FEATURE ARTICLES

B EH  MINAMI Keisuke
FOINAIN—vavyFr/ad—kr 49—
5 BRI

Digital Innovation Technology Development Dept. 2

/N #E—  KOIKE Ryuichi, Ph.D.
RS 5 —

PA =X 2V T 1 FiffiL s — ¥ 2054 AT

it (T)  SETESEEYS - HR a2 8
Security Research Dept.

FEE 8K ITO Toshio
BB L & — RS TS Y b 74— LT
AV 2—Y&AV VT =TIV ATLIRT M) —
R UE 2P ge|

Computer and Network Systems Lab.

61



