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Techniques for Quantitative Evaluation of Noise Robustness of Al Models
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The introduction of state-of-the-art artificial intelligence (Al) models to mission-critical systems in the social infrastructure and manufacturing
fields not only enhances operation and maintenance services by detecting signs of abnormalities and reducing labor for inspection work, but also
makes it possible to offer users new value. These Al systems are now faced with the need for quality management so as to maintain highly reliable
Al models.

In order to implement quality management taking the characteristics of each Al model into consideration, Toshiba Corporation has developed
techniques to evaluate the noise robustness of Al models incorporated into Al systems through evaluation of their inference performance using
quantitative indexes together with conventional techniques. These quantitative evaluation techniques can contribute to the improvement of

reliability of Al systems in operation.
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Noise robustness evaluated using peak signal-to-noise ratio (PSNR)
at smallest value of noise as index
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Noise robustness evaluated using adversarial perturbation detection
rate as index
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