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%2 PSIRT : Product Security Incident Response Team

%3 CDMP : Cyber Defense Management Platform
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T BN ISO/IEC15408%25REE(CCH*5RAE) Z AR M S EIG L TWE G HCD-PPIFEES ESa—)LOFaUTr
EH L L TREEMIZEREFIPS 140- 2 L AZFL NI OEEEHNMRESNTE D HCD-PPICEE TS L
BERELANILOEF 2 TREEEICHE T 3N R B EIN R THZ L ZERLTVET,
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Program B
Program C
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%1 HCD-PP: Hard Copy Device - Protection Profile

%2 ISO/IEC15408: EIRIZHE LIS ER B SR HER IR 15408
%3 CC:Common Criteria

%4 FIPS 140-2:Federal Information Processing Standard 140-2
%5 TPM:Trusted Platform Module
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SZEXBR: Koichiro Akiyama et al., “A Public-key Encryption Scheme Based on Non-linear
Indeterminate Equations (Giophantus)”, https://eprint.iacr.org/2017/1241 (2017)
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BEFFK Fukutomo Nakanishi et al., “Automated Attack Path Planning and Validation

(A2P2V)”, BlackHat USA Arsenal 2021
https://github.com/pentest-a2p2v/
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FATIa—)LERIZEELES) £ LT IS0 (International Organization for Standardization: EB4Z4{Li%18) &
IEC (International Electrotechnical Commission: EFRBEXUIRERTR) ' H D £ L ISOLIECOERIZMEER L LT,
ISO/IEC JTC1 (Joint Technical Committee 1 : £ 1 EEFMBEER) HRIFTONTED. T2 JIIL—TI&. I1SO/IEC
JTC1D3DDSC (Subcommittee: FFIZER) ZIFCH U T OEBZFELEHICEELTUVET,

® |SO/IECJTC1/SC17 A—RBLMEARFBBLF2VTrT /N1

® [SO/IEC JTC1/SC27 ITEFxal)Fr#ilr

® |SO/IEC JTC1/SC41 |oT & B @il

®|SOTC292/WG4 HADEIERRIE L E5EMY

o |[EC TC65/WG10 RAHIES T L

® ETSI (European Telecommunications Standards Institute) . SCP (Smart Card Platform) I—Ov/\OESEE MR
ISV IR EEALSEED

e GlobalPlatform <ILF 774 —3>ICH—ROERRA

SIRT &)

FIRST
FIRST (Forum of Incident Response and Security Teams) . K5 FZEHRE. (2. BT AR C AR
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o A N—BHREF A =T T17 (J-CSIP) EE VTS EIEHESIG

o EFEENG | RERAMAITIES (ECSEC)

o FTARZTAE G RIS X T LEF a2 T2 — (CSSC)

o Ry hEdn EEIOTI =TT MRS EEEFaUTA7o2av -7

o XM AN—tF 1T AMBERRSNS

e N A N—tFalFrt>4— (NISO) HAN—tEFaUTriFES
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(Jh) 1B ERALIBHEEREAE (IPA) DSER T BISO/IEC 15408* U B D NTEF 2 ) T+ FHElR UEREERIE ) £/ 3 & E
DFEEFIEICF o TRREES N ERERIZRDESDTY 2022F38 K)o

TOSHIBA e-STUDIO330AC/400AC

TOE*2%&5!|

HEEY 3PP R EMF

PPi#E& (Protection Profile

- e by o . — TIORIEEH C0684 for HardcopyDevices 1.0
T7IRAZY B EUFIPSN— R T ROFYMIETIL dated September 10, 2015)
TOSHIBA e-STUDIO2515AC/3015AC/3515AC/4515AC/5015AC/ PPiEA (Protection Profile
T7PUAZ21=vk (GD-1370J/GD-1370NA/GD-1370EU) H& T FIORINEEH C0633 for Hardcopy Devices 1.0
FIPSA—RT1ZX0%F v (GE-1230) FETIL dated September 10, 2015)
TOSHIBA e-STUDIO5516AC/6516AC/7516ACT 7221 =w k (GD-1370J/ s PPiEI& (Protection Profile

. o = JHIES C0632 for Hard D 1.0
GD-1370NA/GD-1370EU) & & UFIPS/\— R T4 2 &% v (GE-1230) (FEFIL FISNAGH dated September 10, 2015)
TOSHIBA e-STUDIO2018A/2518A/3018A/3518A/4518A/5018A PPi#4 (Protection Profile
J79ZA =k (GD-1370J/GD-1370NA/GD-1370EU) & T FUORIEEH C0631 | forHardcopy Devices 1.0
FIPS/A—RF1 22 %w b (GE-1230) {4 EFILSYS V1.0 dated September 10, 2015)
TOSHIBA e-STUDIO5518A/6518A/7518A/8518A 772X 1= k (GD-1370J/ ey PPIEIE (Protection Profile
~ ETE o g — TIURIEEK C0630 for Hardcopy Devices 1.0
GD-1370NA/GD-1370EU) & & UFIPS/\ — R Fr 2V % b (GE-1230) F ET )L = dated September 10, 2015)
TOSHIBA e-STUDIO2010AC/2510AC 772X 1=k (GD-1370J/ e PP3@E (Protection Profile
. T = N — FIORIEEHE C0629 for Hardcopy Devices 1.0
GD-1370NA/GD-1370EU) & TFIPS/\— RF1 X 7% b (GE-1230) (FEFIL = dated Septamber 10, 2015)
TOSHIBA e-STUDIO3508LP/4508LP/5008LP. Loops LP35/LP45/LP50 e -
MULTIFUNCTIONAL DIGITAL SYSTEMS SYS V1.0 TIBINEGHR 0566 EALZ™+
TOSHIBA e-STUDIO5508A/6508A/7508A/8508A MULTIFUNCTIONAL s -
DIGITAL SYSTEMS SYS V1.0 TIBINEGHR 0529 BAL3*
TOSHIBA e-STUDIO5506AC/6506AC/7506AC MULTIFUNCTIONAL s -
DIGITAL SYSTEMS SYS V1.0 TIBINEGH 0528 BAL3*+
TOSHIBA e-STUDIO2008A/2508A/3008A/3508A/4508A/5008A s -
MULTIFUNCTIONAL DIGITAL SYSTEMS SYS V1.0 TIBNEGH 0524 EAL3+
TOSHIBA e-STUDIO2505AC/3005AC/3505AC/4505AC/5005AC s -
MULTIFUNCTIONAL DIGITAL SYSTEMS SYS V1.0 TIBNEGH 0523 EAL3+
TOSHIBA e-STUDIO2000AC/2500AC MULTIFUNCTIONAL . N
DIGITAL SYSTEMS SYS V1.0 TYBNEGH 0522 EAL3+
TOSHIBA e-STUDIO5560C/6560C/6570C MULTIFUNCTIONAL . N
DIGITAL SYSTEMS SYS V3.0 TYBIEGH o491 EAL3+
TOSHIBA e-STUDIO557/657/757/857 MULTIFUNCTIONAL . N
DIGITAL SYSTEMS SYS V3.0 TIRNEER €0490 EALS+
TOSHIBA e-STUDIO207L/257/307/357/457/507 s N
MULTIFUNCTIONAL DIGITAL SYSTEMS SYS V3.0 TIOLNEER 0483 EAL3+
. ICs, Smart Cards and Smart Card- _
TOSMART-GP1 (Supporting PACE PP-0499) Related Devices and Systems EAL4+
. ICs, Smart Cards and Smart Card- _
TOSMART-GP1 (Supporting PACE and BAC PP-0500) Related Devices and Systems EAL4+
Microcontréleur sécurisé TGND7 révision 4 ICs, Smart Cgrds and Smart Card- — EAL4+
Related Devices and Systems
Toshiba TENEL HW version 4 ICs, Smart Cards and Smart Card- - EAL4+
Related Devices and Systems
TOSMART-P080-AA JePassport ICs, Smart Cards and Smart Card- | _ EAL4+
Related Devices and Systems
TOSMART-PO8O ePassport 01.06.04 + NVM Ver.01.00.01 ICs, Smart Cards and Smart Card- | _ EAL4+
Related Devices and Systems
S . ICs, Smart Cards and Smart Card- _
T6ND1 Integrated Circuit with Crypto Library v6.0 Related Devices and Systems EAL4+
FS Sigma Version 01.01.05 ICs, Smart Cards and Smart Card- _ EALA+

Related Devices and Systems

%1 ISO/IEC15408 : 1B R F 1) T DERN S BIHRXMICEIE LI BRB LU Y RTLDETICRE T EOREADELIRETN TS C Lz 5Hld 27 D DEIR

REERIE T,

%2 TOE (Target Of Evaluation) : EHMEDXIRER DY IR I TN RITTHBEDRBOIEAZTOEL WW T BEE T 2ERES JUEREDFSIE FIAEY=2TIL.

HALDZAAVAN—LFIEER L) EEC A BN,

%3 EAL (Evaluation Assurance Level) : ISO/IEC 15408 TldiRE L5HEIEE (REEEM) IS0 T BRADEE VW E EALLNSTE TTERED L AL THRE L TH D EBRED £
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55 EYa—ILEER - SREDEUF IR

IPA HYERY 3 ISO/IEC 19790% 1 |CE DK MBS EY 21— /LR UEREEHIE (JCMVP) J 77X AEIEZ
ZERTERZTAR (NIST) £ 774 Communications Security Establishment (CSE) B89 % FIPS140-2*%2 [CED<
Cryptographic Module Validation Program (CMVP) J IC&>TEREES - E R & MIE. KDL EDTT (20224
3AXRRE) -

BESLBERE2.58/\—FTA RIRSATTMHZ2 CJ12)—X J0006 Levell
RZVa—2avBEBsS351731) F0001 Levell
Toshiba Secure TCG Opal SSC and Wipe technology Self-Encrypting Drive F0022 Level2
(MQO1ABU050BW, MQO1ABU032BW and MQO1ABU025BW)

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(THNSBS model) 2807 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2707 Leveld
(PX model) Type B

Toshiba TCG Enterprise SSC Self-Encrypting Hard Disk Drive

(AL14SEQ model) 2308 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Hard Disk Drive 2333 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2262 Level2
(PX model)

Toshiba Secure TCG Opal SSC and Wipe technology Self-Encrypting Drive 2082 Level2
(MQO1ABU050BW, MQO1ABU032BW and MQO1ABU025BW)

¥1 ISO/IEC19790: tHaUTKili —BESEI 21— L OARBLUSEHCE Y 2t 21U T BREBZ T 570 DEFIZERE T,
%2 FIPS140-2: KEEABAOETESHENFIAT S N—RUTT7ELPV IV TAAZECESEI2—ILCET 2 X2 ) T B OMIRERE T 5 KEEHZR
ERETY,

EDMEF 2T REEDEEIRR

Btz A
. . TOSMAP-DS/LX OWB Level2
THRLRIAZaZr—> 3R
(Achilles Communications Certification)
TOSMAP-DS/LX OWR Level2
ISA Secure® EDSA CIEMAC™-DS/nv (TOSDIC-CIEDS/nv) EDSA2010.1
(Embedded Device Security Assurance) 88:E =77 RI>bO—5nv ) —Xtype2 Levell
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i (TESH!BA CORPORATION) ERENEES 116224
| VAN = -, —_
= ¥ 1875F (BER8E) 7H HESFSIE|FR =S 4ER
& K £ 2,008(%6,900HH
E ety
TLEOHRE HENL LRI (BR) DR
10,133 MR
39,476 35 935 8,040 — 1,947 (55
33,899 B 1305 1,589
30,544 562 5 1,044 1,140
lI 1
LHRMER
/1,146
2017 2018 2019 2020 2021 (&) 2017 2018 2019 2020 2021 ()
g RIE S
ZDfth BHA
882 (3%) ‘ 17,654 (53%)
BN
2,344 (1%)
B[4S
3,731(11%)
T (B {EM)
8,759 (26%)
TIOXURRIRESL EIXAVRATES
£t (58 TRLF—SRTL IRE—SRATL
{'o)ﬂﬁ 3,053 (30/0) Y )a—3> %a)ﬂﬁ Y )a—3>
| 14,410 (12%) 2,165(6%) | ‘ 5,590 (16%)
7,003 (6%) \ .
FIRIL
7—“_3/9”/ ‘/'JJ_‘>3> _—
Yya—say VTS RT L 2,306 (6%) 1YTSVRTL
8,239 (7%) Va—3> V)a—3>
a3t 19,876 (17%) a5t 6,547 (18%)
FNAR& 116,224 TINAR& 35,728
ARL—Y @B A) S (S 18R
Ya—ay . Ma—>ay ] o
22,421 (19%) 8,598 (24%)
;‘?\—)}&\ 5 EiyUa—say ;,‘,7\—’_"&\ 5 EiLyUa—say
Vi U) ity 22,423(19%) \/U) 223558 5,990 (17%)
18,799 (16%) 4,532 (13%)

(LAY MEDORERTE L RIER2,358BAET)

HEIIN—THAN—tF2 T REE2022

41



AE ERD B DI ®IC,

MIVSHL RZ

T105-8001 R REPAEX ZH1-1-1

BRVWADER

BMEES YAN—tFaUTrers—
TEL:03-3457-2128 FAX:03-5444-9213
e-mail : HDQ-TOSHIBA-SIRT@ml.toshiba.co.jp

RZHAN—tFal7s VzTHAk 2022568547
https://www.global.toshiba/jp/cybersecurity/corporate.html Printed in Japan





