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CDMP (Cyber Defense Management Platform)

*SOC : Security Operation Center
oC/F/PSIRT : Computer/Factory/Product Security Incident Response Team
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¥ CSIRT: Computer Security Incident Response Team
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%1 SED: Self-Encrypting Drive
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%3 NIST: National Institute of Standards and Technology

%4 AES: Advanced Encryption Standard

%5 ATA: Advanced Technology Attachment

%6 TCG: Trusted Computing Group
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ITE+2') 75l - SREEDEUS RN

(Jh) 1EERALIBHEEEREAE (IPA) DSEFR T BISO/IEC 15408 B DL NTEF 2 ) T+ FHER U FREERIE) £/ I3 & E
DFREEFIEICF > TRREES N ERERIZRDESDTY (2021F38FKIRAE) o

TOE*2f&jH) BART3PP-RIEH
TOSHIBA e-STUDIO330AC/400AC o PPii 5 (Protection Profile for
- by . . — FORIEEH C0684 HardcopyDevices 1.0 dated
TPORAZY B EVFIPS/\—RF1 X%y MIEFILSYS V1.0 Soptomber 10.2015)
TOSHIBA e-STUDI02515AC/3015AC/3515AC/4515AC/5015AC/ ‘ PPSEA (Protection Profile
T7P 22wk (GD-1370J/GD-1370NA/GD-1370EU) H KT TORIEEHE C0633 for Hardcopy Devices 1.0
FIPS/\— K5« 2 &% w bk (GE-1230) fF EFIL dated September 10, 2015)
TOSHIBA e-STUDIO5516AC/6516AC/7516ACT 721 =w k (GD-1370J/ e PP3&E (Protection Profile
. — A = TORIEEHE C0632 for Hardcopy Devices 1.0
GD-1370NA/GD-1370EU) & K UFIPS/\—RF1 XU Fw bk (GE-1230) fHETFIL dated September 10, 2015)
TOSHIBA e-STUDIO5516AC/6516AC/7516ACT 72X 1= k (GD-1370J/ s PP3E& (Protection Profile
Lo o A L. TIURIEEH C0631 for Hardcopy Devices 1.0
GD-1370NA/GD-1370EU) K UFIPS/\—RF1 2% (GE-1230) [ ETIL = dated September 10, 2015)
TOSHIBA e-STUDIO5518A/6518A/7518A/8518A 77421 =k (GD-1370J/ PP3E& (Protection Profile

FORIEEH C0630 for Hardcopy Devices 1.0

GD-1370NA/GD-1370EU) B&UFIPS/A— KT 2 &% b (GE-1230) (FEF)L dated September 10. 2015)

e I Rl = =0
MULTIFUNCTIONAL DIGITAL SYSTEMS VS Lo+ ! FosLEAR cosse AL
E?GS#AEEAS \e(_SST-I;Ellillel232(§fé6508A/7508A/8508A MULTIFUNCTIONAL SN 0529 EAL3
E?(;?L?./Z $-SS_|_'I;El§/|DSI232(1?£§/6506AC/7506AC MULTIFUNCTIONAL FoALEAE 0528 EAL+
MULTIFUNCTIONAL DIGITAL SYSTEMS SYa VLD o oo FosLEaH cos24 AL
MULTIFONCTIONAL DIGITAL SYSTEMS V8 VL0, o FosLEEH cos23 AL
B?cf#,l\EEAs \e}—SSTTEL;AIJSE(ggOV(Jfg/ZSOOAC MULTIFUNCTIONAL FoALEA 0522 EALs
E?GS;:!ILBL/\S sssTTEL;A D ;232?5)3%656%/657% MULTIFUNCTIONAL Y coso1 EALse

g?cf# ,1\ EEAS $Ss1'1;ELI</I D ;21\3(27\//??%7/757/857 MULTIFUNCTIONAL SR 0490 EALs
TOSHIBA e-STUDIO207L/257/307/357/457/507 AN 0489 EALas

MULTIFUNCTIONAL DIGITAL SYSTEMS SYS V3.0

TOSMART-GP1 (Supporting PACE PP-0499) iCs, Smart Siigsaan’:jdssy’:tzr;fard' - EAL4+

ICs, Smart Cards and Smart Card-

Related Devices and Systems - BAL4+

TOSMART-GP1 (Supporting PACE and BAC PP-0500)

Microcontroleur sécurisé TEND7 révision 4 ICs, Smart Cgrds and Smart Card- - EAL4+
Related Devices and Systems

Toshiba TENEL HW version 4 ICs, Smart Cards and Smart Card- - EAL4+
Related Devices and Systems

ICs, Smart Cards and Smart Card-

TOSMART-P080-AAJePassport Related Devices and Systems

- EAL4+

TOSMART-PO80 ePassport 01.06.04 + NVM Ver.01.00.01 ICs, Smart Cards and Smart Card- | _ EAL4+
Related Devices and Systems

TOSMART-P080-AAJePassport ICs, Smart Cards and Smart Card- | _ EAL4+
Related Devices and Systems

R . ICs, Smart Cards and Smart Card- _
T6ND1 Integrated Circuit with Crypto Library v6.0 Related Devices and Systems EAL4+

. . ICs, Smart Cards and Smart Card- _
FS Sigma Version 01.01.05 Related Devices and Systems EAL4+

%1 ISO/IEC 15408 : &R F 1) T DBRAD S IEREIICEE L MR B LV R TLDBENICRET S ZORFHIELCREINTVS L 2FHET 57O DEIR
IEAERRIE T,

%2 TOE (Target Of Evaluation) @ SHADNREBBY TR ITTRN—RITTREDHBOIEEZTOEL VWWE T BEET 2 BERE S LVEREOF5|IERAET=aT L.
HALVRAVRA—ILFIBER ) BT EHBDET,

%3 EAL (Evaluation Assurance Level) : ISO/IEC 15408 Tl #RE L7cAHEIER (REEEM) ICH T BRADEE V& EALLDSTE TTERIED LNV TREL TH D BIED £
B CAFHRDORBN B LR D E T,
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IPA AMZERT 3 ISO/IEC 19790% H IZE DL TS ES 2 — /LR KU ERAEHIE (JCMVP) 1 £7c137 X HEIIIZ4E
FAfFEAZERr (NIST) & A7 4 Communications Security Establishment (CSE) h%&M 9% FIPS140-2%? [CED<
I'Cryptographic Module Validation Program (CMVP) 1 IC& > TEREES Nc EARGRIE. KDL HDHTY (2021 F 3
BFRIRE) .

BE SRR #2.58 N\ — RTr RIRF1TTMHZ2 C12 ) —X J0006 Levell
RZVY)a—>avBEs>173) F0001 Levell
Toshiba Secure TCG Opal SSC and Wipe technology Self-Encrypting Drive F0022 Level2
(MQO1ABU050BW, MQO1ABU032BW and MQO1ABU025BW)

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(THNSB8 model) 2807 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2769 Level2
(PX model) Type C

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2709 Level2
(PX model) Type A

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2707 Level2
(PX model) Type B

Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(PX04S model) Type A 2521 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(PX04S model) Type B 2520 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Hard Disk Drive

(AL14SEQ model) 2508 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive

(PX model NAO2) 2410 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Hard Disk Drive 2333 Level2
Toshiba TCG Enterprise SSC Self-Encrypting Solid State Drive 2262 Level2
(PX model)

Toshiba Secure TCG Opal SSC and Wipe technology Self-Encrypting Drive 2082 Level2
(MQO1ABUO50BW, MQO1ABU032BW and MQO1ABU025BW)

¥1 ISO/IEC19790: F a7 Kili—BESEI1— /L ORABRELURIHCE T 5+ 2T+ 2R EIBZ Y 570 DEFIFERE T,
%2 FIPS140-2: KEEHBMFOETESHENFIB I N—RUITELPV IV TAAZECESED2—ICET 2 X2 ) T B OIRERE T 5 KEEFIR
HERIETT,

EDMEF 2 )T REEDEIFIRN

SREEA TR
o TOSMAP-DS/LX OWB Level2
THXLRAZaZr—>a >Vl
(Achilles Communications Certification)
TOSMAP-DS/LX OWR Level2
ISA Secure® EDSA CIEMAC™-DS/nv (TOSDIC-CIEDS/nv) EDSA2010.1
(Embedded Device Security Assurance) E3&E =77 RaAYkO—5nvl)—Xtype2 Levell
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